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Introduction

The objective of the present study is to survey, analyse and evaluate the operational and legal situation in the 15 EU Member States as concerns the acceptability of Digital Signatures and the appointment of Trusted Third Party Services. The main output, besides a legal analysis of the issues indicated, is an overview of the contents of a possible European Directive aimed at harmonising the legal framework of a domain which, as will be shown, is developing rapidly.

The utility of a directive would be very great at this early stage, as the report will show, since no member State but one� has issued a regulation on Digital Signatures and TTPs, even if in some countries preparatory studies are under way.

The present study has been based on a comprehensive survey of all legal aspects directly and indirectly connected to this field, following two main streams of activity:

interviews of legal and technical experts in all the 15 European Member States;

documentary search and analysis on matters related to Digital Signatures and TTPs but also on subjects such as hand-written signature, evidence, opposability, and case law.

The results of the interviews and of the documentary analysis are presented in the first four chapters of the report while the fifth chapter outlines the possible contents of the directive.

We are aware of the fact that the present study is not a comprehensive study of comparative law. The limited time and scope made us focus on the main legal issues of the use of Digital Signatures and the activities of Trusted Third Parties. We believe that the comparison of all legal issues related to this field could be the aim of another study with wider and deeper objectives than those assigned to this.

We are also aware that the fundamental differences between common law countries and Latin law countries could generate some perplexity in persons which are not fully acquainted with both legal systems: some of the legal concepts could not be “translated” at all from one system to the other. We apologise for this but also for this case we believe that it is beyond the scope of this study to clarify the possible differences between common and Latin law.

A last issue are updates: as mentioned the legal domain is subject to constant evolution and development. The need to close the study has made us stop the survey activities towards the 20th of May 1997, to focus on the analysis of what had been collected. We apologise for not having included the most recent updates and believe that  these are more the objective of a legal ongoing observatory on this domain rather than of a legal study.

We would like to thank all legal experts and colleagues of the European Union Member States who with their advice and discussions have contributed to the final result of this study, even if the contents and conclusions of this report are our sole responsibility.

�EXECUTIVE SUMMARY

In our world, more and more transactions take place on open telecommunications network, such as the Internet, giving the chance of concluding all kind of contracts. The world-wide explosion of electronic commerce and the developments in the computer and telecommunications sectors are deeply changing the delivery and availability of information, acts, transactions and services. 

For this reason, there is a growing demand from industry and users for new types of signature, to effectively substitute the hand-written signature in the electronic environment, granting integrity, confidentiality and authenticity of information and documents.

Digital signatures and the electronic document can assure these functions, using signature techniques based usually on asymmetric signature keys, certified by a Trusted Third Party, who shall reliably identify persons applying for signature key certificates and verify their legal capacity, confirm the attribution of a public signature key to an identified physical person by means of a signature key certificate, always maintain the on-line access to the signature key certificates with the agreement of the signature key owner and take measure so that the confidentiality of a private signature key is guaranteed.

This paper gives an insight in the legal issues of hand-written signature and paper document versus digital signatures and electronic document, comparing them from a legal point of view (Chapter I).

Chapter II describes the management of the keys, the public key infrastructure, the role and functions of trusted third parties and the problems of key escrow and key recovery.

Like every innovation causing a technological breakthrough, the introduction of digital signatures to assure electronic documents is raising many issues such as the applications it will have and the legal and regulatory issues it will come across. The main solutions will have to be found to make digital signatures workable in a transnational environment, as is the virtual workspace in which electronic transactions will increasingly take place.

Digital signatures can be used to sign either private documents, such as inter vivos and mortis causa deed polls and contracts, official actions, etc.

In the present legal framework, in absence of laws and regulations which equalise the use and functions of digital signature to hand-written signature, a digitally signed document will incur in some legal problems, especially of evidence, either in civil law countries or in common law countries.

Chapter III outlines conditions and problems for the use of electronic documents subscribed with digital signature, and indicates which kind of acts and contracts can be concluded with this system. 

In order to highlight these problems and to check the availability of studies on electronic documents, digital signature and trusted third parties, chapter IV reports on the present situation of legislation, laws, draft laws and case laws on digital signature in the fifteen European Member States. 

As concerns the regulation domain of digital signatures in Europe, two mainstream approaches/solutions can be derived from the analysis of the contributions by experts in the domain:

-	no law is needed nor should be issued: private persons can immediately use digital signatures in their agreements;

-	digital signature cannot be used without a law ruling its application.

The second approach can support the introduction of the digital signatures and trusted third party systems by means of three possible legal solutions:

-	through a law which provides for a rule of equivalence of written and digital signature;

-	with a new and completely articulated law;

-	with a law of principles, which defers to a statutory instrument the definition of criteria and ways of application.

In any case, in a framework where only one European country (Italy)� has its own national law and only Germany and United Kingdom have a draft law, a directive could easily define the guidelines the national lawgivers should follow. This directive could follow two different approaches:

-	it could define an electronic document, a digital signature and a trusted third party and rule only their attribution, role and use;

-	it could define and rule the use of electronic documents, digital signature and trusted third parties and could also define to which kind of acts this system could be applied, where and when an agreement is concluded, what a virtual domicile is etc.

Chapter V analyses these different approaches, concluding the paper and describing what a directive should rule.



�Chapter	� SEQ chap \* UPPER \* ORDINAL �1st�

Hand Written Signature And Paper Document, Digital Signature And Electronic Document

SUMMARY

In our world, more and more transactions take place in open telecommunications networks, such as the Internet. For this reason, there is a growing demand from industry and users  for strong encryption services, that should protect the integrity and confidentiality of information. At the same time, the legal system should protect users and safeguard law enforcement.

The Information Technology area is rapidly changing, and many difficulties arise when the integration of modern computing and telecommunication techniques is tested into most of all the European legislation. This study aims at analysing the significance, the effects and the difficulties of the introduction of cryptography systems and digital signature in the legislation of the European countries, together with the indication of an Authority which will assume the role of Trusted Third Party.

One of the purposes of this study is to provide suggestions for the preparation of a European Directive. 

This paper is structured in five Chapters: the first analyses hand written signature and paper document, digital signature and electronic document and compares them from the legal point of view. Chapter two describes public key infrastructure, trusted third parties and key escrow. Chapter three outlines conditions and problems for the use of digital signature and electronic documents. Chapter four analyses the different national legislation of the fifteen European Member States, and outlines draft laws, laws and case law discovered in our European survey. Chapter five concludes this paper and describes what a directive should cover.

Introduction

The world-wide explosion of electronic commerce and the developments in the computer and telecommunications sectors are deeply changing the delivery and availability of information, acts, transactions and services.

The chance of concluding all kind of contracts across open information and communication networks, such as Internet, has led to an increasing attention on the security of the information.

One of the most urgent request coming from the business community are adequate security measures to protect the integrity and confidentiality of information transmitted on public network. 

Cryptography is considered the best technique to protect data from undesirable modification.

For this reason, especially from the world of business, there is a growing demand for robust encryption services to safeguard the integrity and confidentiality of electronic information transmitted on open networks. 

But, “in an electronic environment, the original of a message is indistinguishable from a copy, bears no hand-written signature and is not on paper. The potential for fraud is considerable, due to the ease of intercepting and altering information in electronic form without detection�”. 

Nowadays, various techniques, some developed and tested in use, other still in the development phase, can offer a valid response to these problems, using broadly the same solution: digital signature.    

At the same time, almost all researches conducted in this field have shown that lack of certainty as to the legal effect of using electronic commerce is seen by the business community as a considerable barrier to its development.

In order to solve these problems, some European countries and the European Community are conducting studies on Ds and TTPs to set up the guidelines for European Trusted Services. 

Electronic Juridical Statements: A Simple Definition

Signing means subscribing a paper document using one’s own hand and a pen. The importance of signing is known to everyone, and everybody agrees that it is very difficult to find something which can fully replace the signature.

In a world where an increasing number of transactions takes place in a “virtual” environment, it is necessary to rule by law other forms of subscription which can be used at the bottom of an electronic document. In some sectors, like banking, the electronic juridical statements (as the French “document electronique juridique”) are spreading rapidly, even if there is no law to rule them.

With the term “electronic juridical statements”, we define juridical statements which are set up directly in a telematic way. In the case of electronic juridical statements, computers are the only means by which contracting parties set up their agreements, ruling out the traditional paper support either for the manifestation of the will or the affixing of the signature.

These “electronic juridical statements” are having a wide diffusion, much more than expected: electronic funds transfer (EFT), tele-shopping, electronic consultation of data banks and tele-reservation are only the first applications of this modern technology which can include potentially any type of contract, deed or agreement.

Also some Public Administrations intend to use electronic documents and digital signatures in order to reduce dramatically the physical size of their archives and to speed up their activities.

Paper Document And Hand-Written Signature 

A paper document consist of four components: 

“-	the carrier (the sheet of paper), 

-	text and pictures (the physical representation of the information), 

-	information about the originator/issuer and 

-	some measures to verify the authenticity (usually a written signature). 

Carrier, information content, lay-out and signature are physically connected, so that we can say that the paper is the document�”.

There is only one original, intended also as unique physical object, which can be reproduced in innumerable copies. 

A paper document is stored and read exactly in the same form, and this means that in the long term large amounts of paper are accumulated.  

Nowadays, it’s important to realise that the traditional paper support has serious weaknesses. Paper document forgery and signature forgery is such a common phenomenon that it is necessary to consult specific experts, the handwriting experts, to solve suspects of forgery. The same problems concerns also the hand written signature, actually the most common and diffuse system of subscription. 

According to the most known dictionaries, to sign means “to write one’s name as a signature to a document in attestation, confirmation, ratification”.

Each person has their own signature supposed different from all others, and therefore  unique, difficult to be reproduced, not changeable and not reusable. 

From this, we can deduce that the signature has at the same time three main functions:

- identification

- declaration

- proof.

“The identifying function of signature attributes the statement unequivocally to the signatory�”. Everybody who reads a writing can relate it to its issuer and signer and determine without any reasonable doubt the origin of the text. In brief, the signature is used to identify a person and to associate to person with the content of that document.

The signature can always be related to a physical person, even if the juridical subject, to whom the act should be related, is a legal person. For the juridical person, one or more physical persons who have been appointed the power of representation, will sign. In this case, the physical person signs "in his quality" of representative of the legal person. The recipient of a signed document will know that the message arrives not from that physical person but from a legal one represented by the signer. 

At the same time the signature is the manifestation of the will to sign, the “animus signandi”, i.e. the expression of the will of being identified as the author, in order to provide certainty as to the personal involvement of that person in the act of signing. It is part of the general legal awareness that the expression of will is a consequence of writing one’s own name at the bottom of a paper, and this is traditionally defined as warning function of hand signature. 

But the will to sign is not sufficient by itself: there must be a physical manifestation for third parties and, in a court, for a judge, i.e. the signed document is the proof of the event it represents. This material aspect is undeniable for the juridical security. 

The evidence function is closely connected to the characteristic of opposability of the document; the concept of opposability of a document is not of immediate perception: if a document (a writing) is characterised by the identification of its authors, by a certain content, by a certain date, and its signature is the seal of all legal implications of the document, opposability means that the burden of proof of the forgery of any characteristic of the document, of its invalidity or nullity, lies with the signer/issuer who claims the forgery, invalidity or nullity. Every legal system has given a juridical value to signature and has provided for the cases in which it can be repudiated. In almost all legislations, the strength of the document is greater if the signature has been affixed in the presence of a public official. 

Legal references on the juridical value can be found either in civil or in procedural law.

“In addition, a signature could perform a variety of functions, depending on the nature of the document which was signed. For example, a signature might: attest to the intent of a party to be bound by the content of a signed contract, the intent of a person to endorse authorship of a text, the intent of a person to associate itself with the content of a document written by someone else, the fact that and the time when, a person had been at a given place�”. 

To recall other functions and characteristics of signature, we can mention that by the act of signing the document at the end, the author closes it, so that every word or phrase after it indicates manipulation. 

A hand-written signature is easy to be affixed and read: these are two of the most important qualities of subscription and the first objection to the introduction of a digital signature system.

A common aspect in all legal systems is the absence of a prescription of an exclusive modality of signing. Everybody can use their full name, their initials, a nickname, a seal or even a cross if they intend those characters to be a token of their will and responsibility. What is important is not the nature of the symbol anybody uses to identify themselves, but the intent behind the symbol. 

This means that there are almost no authoritative rules for the way of signing and that, from a legal point of view, nothing is against the introduction of new types or techniques of signature. 

Every legal system recognises the contractors the right to rule their own contractual relations, defining also the way each one can sign the agreement.

In this framework, private persons can also decide to conclude their contracts using only computers, either in the negotiation or in the conclusion phase. Contractors can mutually accept the digital signature instead of the hand-written, simply inserting a clause that gives to digital signature the same powers and functions of hand-written signature.

In the following Sections, we will give more details about the freedom to contract and the different clauses which can be agreed upon to use digital signature at the bottom of their agreements.

Nowadays, in legal literature, it is a common statement that hand-written signature and paper document are overcome by technology. With modern instruments, such as scanner and plotter, it is possible to reproduce every signature perfectly and to copy it innumerable times. 

A digital signature system, with some technical warnings, has an higher degree of security and will be the future of subscription.

Electronic Document 

One of the most unclear point in legal and technical field is the definition of electronic document and of digital signature.

For a non-technical audience, “the electronic or informatic document is the document produced by computer. Generally, we distinguish between an electronic document strictu sensu, that is the documents stored in a digital form and non perceivable by a person without using a computer, and an electronic document lato sensu, i.e. all that documents produced using a computer and issued with a printer connected to it�”. In this second meaning, computer is used simply like a typewriter, and the typed document will be signed with a hand-written signature.

An electronic document strictu sensu is imprinted on a magnetic support and can be deleted, modified, rewritten. These are the most important differences in respect to the paper document, where each modification leaves a mark. The integrity of an electronic document is “genetically” impossible to verify.

A digital document can’t be sealed in the traditional way, where the author affixes his name and surname. Therefore it is impossible for the electronic document to have the same value of the paper document, because the signature, just like what we said before, carries out the three fundamental functions: -identification, -declaration, -proof.

These functions can be carried out using a digital signature created with the modern techniques of cryptography.

Digital Signature

A digital signature is “the set of alphanumeric characters resulting from mathematical operations of cryptography, carried out from a computer on an electronic document�”. 

Many different and complementary definitions have been given to denote and explicate it, and it could be useful to report some of them.

From a legal point of view, a digital signature is “a seal on digital data created with a private signature key, which seal allows, by use of the associated public key, marked with a signature key certificate of a Certifier, the owner of the signature key and the unforged character of the data to be ascertained�”. 

Or, “an informatic code which, directly associated to a set of data, can assure both the identification and the authentication of the sender, and the integrity of the transmitted text�”. 

From a technical point of view, a digital signature is “a numerical value, which is affixed to a data message and which, using a known mathematical procedure associated with the originator’s private cryptographic key, makes it possible to determine uniquely that this numerical value has been obtained with the originator’s private cryptographic key�”.

Or, “data appended to, or a cryptographic transformation of a data unit, which allows the recipient of that data to prove the source and integrity of the data unit. It protects against forgery, even by the recipient�”.

In a simpler way, digital signature is an electronic procedure attesting the source of the transaction and guaranteeing the integrity of its contents.

All modern techniques use cryptography to create and verify digital signature.  One of the most commonly used methodologies is based on the “public key” system, uses an algorithm which generates two different and related keys, known as public key and private key, multiplying two large and different prime numbers. The first is used to encipher the text and the second one to decipher it and to verify the digital signature. 

After the multiplication, it is considered as virtually impossible to determine which two prime numbers have created the resulted big number. To describe this property, i.e. the expected irreversibility of the process, so that it is impossible to derive a user’s secret private key from the user’s public key, the American Bar Association (ABA) Digital Signature Guidelines use the notion of  “computational unfeasibility”. 

“(Computationally unfeasible(” is a relative concept based on the value of the data protected, the computing overhead required to protect it, the length of time it needs to be protected, and the cost and time required to attack the data, with such factors assessed both currently and in the light of future technological advance�”. 

There is no need for the owner to know his private key and he can keep it on a smart card. The key can also be accessible through a personal identification number or through a bio-metrical identification device, such as through a fingerprint recognition or a retinal print.

“If they want to sign a text, senders apply to the message m his private key Ds, which should be known only to them. Then they send the message signed with Ds (m) together with the message m. The recipient will verify the electronic signature Ds (m) using the public key Es of the sender and checking that m and Ds (m) coexist well�”. 

Upon this verification, the recipient can be sure 1) of the source of the message from the person who has the availability of the private key and 2) of its integrity from the moment of the affixing the digital signature. 

The main difference between hand-written signature and digital signature Ds(m) is that the latter is inseparably connected to the message. The first one, on the contrary, is added to the text and it is always the same.

This means that nobody can alter the signed message Ds(m) without making clear to any other that the message has been changed. Actually, if Ds(m) has been altered, even in a single bit, applying the public key Es to the modified message Ds(m’), we will have a plain-text completely inconsistent.

Cryptography And Confidentiality

We stated that digital signatures are created using cryptographic techniques.

The application of cryptography for digital signature should be separated from the application of cryptography to ensure confidentiality.

The use of cryptography for authentication purposes by producing a digital signature does not necessarily imply the use of encryption to make any information confidential in the communication process, since the encrypted digital signature may be merely appended to a non encrypted message.

The confidentiality of the text can be obtained with encryption systems. 

Encryption of documents to ensure confidentiality is a method used for encoding an electronic document, so that only its creator and the receiver will be able to decode and read it. The message travels on the public network in encoded form, and no one will be able to read it and/or to modify it.

In order to be sure of the confidentiality of the message, the sender will sign it with his own private key and subsequently he will encode the whole missive with the public key of the recipient.

To decode the text, the addressee will apply on the encoded message his private key and on the digital signature the sender’s public key.    

We stated that to encrypt a text means to apply an algorithm that, using a certain variable (encrypting key) transforms it in another text. The function used is reversible, so that the application of the same algorithm and of the encrypting key to the ciphered text gives back the plain text.  

There are two main techniques of cryptography: symmetric and asymmetric, known also as private key system and public key system. 

The older one is the symmetric system, for example complying with DES, Data Encryption Standard. Symmetric systems use only one encrypting key, for the encryption and the decryption of the text. Only the two users should know the key: this means that they have exchanged it before and that the only key is secret. 

If the procedure used is based on two different keys, it is defined as asymmetric. The most common is RSA, from the names of his creators, Rivest, Shamir and Adleman�. RSA uses a public key system, with a pair of keys, one secret and one public. The public key is to be included in a database which can be consulted by everybody on line (key repositories): in the database, each key is linked to the name of its owner. The second key of the pair should remain secret and it will be used only by his legal owner.

In the RSA procedure, a digital signature is the result of the application of a private key to an electronic document.

We must emphasise that encrypting a message with an asymmetric system can assure its confidentiality but gives no assurance of integrity or authenticity. Anyone can obtain the public key of the recipient and encrypt whatever they wish. To obtain these two results, the described mechanism for confidentiality and digital signature have to be used simultaneously: the public key to encrypt and the private key to sign.  

The use of cryptography for confidentiality is widespread: “cryptography can be used to protect the confidentiality of data, such as financial data or personal records, whether it is in storage or in transit... The development of information and communications technologies that allows vast quantities of data to be transmitted, copied and stored quickly has promoted a growing concern for the protection of privacy and confidentiality of data. Effective cryptography is therefore an essential tool in a network environment for protecting the privacy of personal information and the secrecy of confidential business information�”.

In a number of countries, as we will highlight in Chapter four, the use of cryptography for confidentiality purposes is limited by law for reasons of public interest involving matters of national security.

The Postal Service: Some Useful Analogies

In this section, we will suggest some analogies between the digital signature and Trusted Third Parties system and the Postal Service. The reason of this suggestion is connected to the various security services that the Postal Service generally offers, the same security services requested in the digital creation and transmission of data.

The security services made available are utilised by all according to their requirements for specific types of information.

The lowest security level can be identified in the postcard. When we only want  to send a greetings message, we use postcards, although we know that everybody can read it and know who is the sender and where he is (or has been), who is the recipient and which is the content of the message.

The second degree of security can be associated to the use of an envelope for confidential information. The simple use of the envelope doesn’t represent a very strong mechanism to ensure confidentiality, but we believe that we are able to detect any simple breach.

The third grade, used especially by notaries, is the use of permanent ink, i.e. of a particular ink that is very difficult to remove.

Of course, the most diffuse system is the use of hand-written signature, and the consequent possibility of repudiate it if there has been an alteration. 

When we want to have the proof of posting, the message can be sent by registered mail. This service gives a receipt of the delivery. If we need also the proof that the letter has actually reached its addressee, we can ask for registered delivery.

In certain countries, this service has a strong form, and the recipient has to show the identity card to obtain the letter and to sign the receipt.

All these services can be performed from a digital signature and trusted third party service, and we will try to describe them, from a simplified technical point of view and from a legal angle in the next Sections.        

Substitution of the Functions of Hand-written Signature by Cryptography and Digital Signature Techniques

In the third Section, we have defined the three most important functions that a hand-written signature performs when it is affixed on a paper document.

We defined these main functions as:

- identification

- declaration

- proof.

When somebody wants to reach an agreement, before or after a negotiation phase, he writes a document, defining every point of the contract and including every needed clause. At the end of the document, he affixes his signature.

In this way, he:

declares his will to conclude that agreement

reveals his identity and

gives to the other party the proof of the source and of the contents of the contract. On the other side, the receiver: 

-	knows that the sender wants to conclude with him exactly that agreement, 

-	knows the identity of the sender and 

-	will always have the proof of the source and of the contents of the proposed contract. 

If the contractors want a safe sending system and so they use it, nobody else will know that they have concluded a deal and the contents of the agreement will remain secret. On the paper document, every manipulation could generally be noticed quite simply. 



Digital signature techniques and cryptographic techniques can provide the electronic document with the three functions which it doesn’t have by its nature.

Let’s imagine that A wants to conclude an agreement with B, using his own computer to create his proposal and a public network to send it. We imagine also that both A and B have a pair of cryptography keys and that they use the RSA procedure.

A writes with his computer the text and finds B’s public key in the key repositories. Then he signs it with his own secret key and he encodes the plain text with B’s public key. At the end of this procedure, he sends it to B using a public network.

The signature function and the encryption function can be carried out either using the same or two different key pairs. Using two different key pairs may enhance the security of the transaction.

In Section 5 we mentioned that the public key systems requires its users to have two keys, one public and one secret. When the owner uses his own secret key, he wants to sign the document, that is to reveal his identity (only A knows his own secret key and he is the only one that can use it to sign) and his will to conclude that agreement.  

The encoded message travels on the net but nobody can read it, so that the requirement of confidentiality is satisfied: only B is able to decode the cyphertext, using his own secret key.   

B needs also to know that A, and only A, has sent the message. 

To verify it, B uses A’s public key on the signature. Only A’s public key can decode the seal. In this way A will never have the possibility to repudiate his signature.

The main difference between the hand-written signature and the digital signature is that the second can not be separated from the message. 

No one can alter the ciphered message without changing the result of the decoding operation. If the message has been altered, the result of the application of the private key to the cipher text will be a nonsense, and the resulted plain text will be totally random.  

But we must solve two more problems: 

-	encoding and decoding a text may require a lot of time;

-	how B can be sure of A’s identity and vice-versa.    

Message Digest

Encrypting a document with a public key system requires a lot of time.

To speed up the procedure, it is possible to apply the private key not to the whole message but only on its message digest (or hash code). The message digest is a sort of excerpt of the original text, known as “digital fingerprint”. This excerpt is much shorter than the original message and it is the result of the application of “hash function”.

The hash functions are public and no private key is needed.

This function takes the message as input and gives back always the same string, which will always have the same dimension. 

The verification of the digital signature will be done comparing the message digest obtained from the decoding of the signature with the message digest of the text.

An impostor C cannot send a false message using the name of A: he is able to generate the same message digest but he can’t encode it and sign it because he doesn’t know A’s private key.

In the same way, C is not able to remove A’s digital signature and to affix it to another message. The new message, actually, will have a different message digest, not corresponding to the one deriving from the decoding of the real digital signature.

The smallest alteration of the original document (modification, insertion, deletion) would be immediately noticed, because there won’t be correspondence between the message digests.

�Chapter 	� SEQ chap \* UPPER \* ORDINAL �2nd�

Public Key Infrastructure, Trusted Third Parties And Key Escrow

SUMMARY

In the first Chapter, we defined electronic document, digital signature and message digest.

We mentioned that to verify the authenticity and integrity of the incoming message, signed with a digital signature, the recipient-verifier must have access to the signer’s public key.

He must also be sure that the public key that he finds corresponds to the signer’s private key.

But we know that a signature key pair has no intrinsic association with any person: it is only a numeric sequence.

This means, first of all, that an additional mechanism or service is necessary to associate a particular person, physical or legal, to a digital signature. And it means also that there must be an Authority who keeps all the public keys.

We stated also that the principal objection to the use of cryptography is its potential improper use, such as hiding illegal activities of criminals and terrorists. This problem can be solved envisaging a key escrow/recovery system.

In the next Sections we will try to describe the possible solutions.

The Public Key Infrastructure: Hierarchy and number of TTPs 

As stated in the first Chapter, a public key system should allow parties to have free access to the signer’s public key, so that they could be sure that the public key corresponds to the signer’s private key.

If the contractors know each other there is no problem: they will be able to exchange their own public key using a secure channel, such as a courier or a secure voice telephone. In the same way, no problem will arise if there is a good level of trust between parties, communicating in closed systems or operating within a closed group.

In the case of parties which deal infrequently with each other, that communicate over an open network or that have no trading partner agreement governing their relationship, there won’t be the same level of trustworthiness.



The problem of trust is solved introducing one or more Trusted Third Parties (known as “certification authorities”), who reliably associate an identified signer, or his name, with a specific public key.

In several drafts laws, and in those countries where digital signature is already in use, such certification authorities are organised hierarchically in a public key infrastructure.

A public key infrastructure should be created bearing in mind that it should ensure trust about: 

-	correspondence of the user’s public key to the same user’s private key;

-	integrity of the signer’s public key;

-	validity of the encoding techniques;

-	trustworthiness of the Authority who creates the key pair and retains the public key;

-	inter-operability of the used encryption system with the other systems.

Technical experts and lawyers of almost all European countries agree that a public key infrastructure should be validly based on three or more hierarchical levels of authority. 

In most cases, there is a first level, known as “root authority”, which certifies the technologies and practices of all the others entity that are authorised to issue cryptographic key pairs and certificates and which registers the other subordinate certification authorities. 

In the German draft law�, the “granting of licenses and the issuance of signature key certificate for certifiers, as well as supervision of compliance with this law ..... rests with the Authority under §66 of the Telecommunications Act “. And, at §4, it issues that “the operation of a certifier requires a license of the Authority, which is to be granted upon application. ..... The Authority issues the certificates for signature keys that are used to sign signature key certificates. The provisions for the issuance of signature key certificate by certifiers apply correspondingly for the Authority, which shall maintain access to the signature key certificate which it has issued at all times and for everyone over publicly-accessible telecommunications connections. This also applies to information concerning the addresses and telephone numbers of certifiers, the blocking of signature key certificates which it has issued, the termination of and the prohibition against performing licensed activities, as well as the revocation of licenses”.

One of the Italian draft laws has been proposed by A.I.P.A. (Authority for informatics in the Public Administration)�. This draft law envisages the creation and regulation by the Government of five entities, which will form the “Rete Unitaria della Pubblica Amministrazione” (Unitary Network of Public administration).

The root authority is the Consiglio Superiore delle Autorità di certificazione (art.13), which will co-ordinate the activities of the second level authorities.

Under the root authority, there could be various certification authorities, which would certify that a user’s public key actually corresponds to that user’s private key. This means that the key has not been tampered with.

According to the German draft law, §5, the Certifier “shall confirm the attribution of a public signature key to an identified person by a signature key certificate and shall maintain access to this, as well as to associated certificates, at all time and for everyone over publicly-accessible telecommunications connections in a verifiable manner and with agreement of the signature key owner”.

In the Italian A.I.P.A. draft law, the second level authority is called Autorità Notarile di Certificazione (§18) (approximately, Notary Certification Authority), for private contractors, and Autorità Amministrativa di Certificazione (§14) (Administrative Authority of Certification) for Public Administration bodies. These Authorities will generate the key pair, keep, certify and publish the public keys and supervise the third level authorities.

The third level, if established, consists of various local registration authorities, working below the second level of certifiers, which should receive requests from users for cryptographic key pairs or for certificates in connection with the use of such key pairs, or requiring proof for identification and checking identities of potential users.

In the Italian A.I.P.A. draft law, a specific third level authority is envisaged for private contractors and is indicated as Autorità Privata di Certificazione (§20) (Private Authority of Certification). An A.P.C. can be either a joint-stock company or a recognised association with the requirements specified in the application decree. It will generate and keep only the encoding keys of its agents.

The individuation and creation of a public key infrastructure should be adapted to the already existing entities which, in each country, performs similar activities. In this way notaries, might act as local registration authorities in the legal systems where they are present.



Even if there are a number of coincidences on the regulation of Digital Signatures and TTPs in the draft laws, a possible Directive should leave the regulation of public key infrastructure to each individual state. 

Each Government should provide the definition of:

-	the structure of a public key infrastructure;

-	the number of levels of authority and their juridical form (if they should be public entities or private ones);

-	which authorities are allowed to issue cryptographic key pairs (or if key pair can be issued by the users themselves);

-	the extent to which the use of cryptography should be authorised for confidentiality purposes (bearing in mind the legislation that forbids the use of encryption for this purposes);

-	whether the Central Authority should have access, and if it has, when and how, to the encrypted information, through a mechanism of key escrow, or through other systems;

-	the key length, its security standard and its time validity.     

Trusted Third Parties

A SIMPLE DEFINITION

A TTP can be generically defined as an Authority who shall:

a)	reliably identify persons applying for (signature) key certificates,

b)	reliably verify their legal capacity,

c)	confirm the attribution of a public signature key to an identified physical person by means of a signature key certificate,

d)	always maintain the on-line access to the signature key certificates with the agreement of the signature key owner,

e)	take measures so that the confidentiality of a private signature key is guaranteed.

a)	In the ordinary transactions, contractors, before signing their agreement, usually assure each other’s identity. 

In those legal systems where notaries exist, and in the case of agreements for which identification is required by law, the notary controls the parties’ identity. 

The recipient of a digitally signed message, most of the times, could ignore the identity of the sender. 

A digital signature is just a numerical sequence: the recipient should verify it by means of the annexed certificate, i.e. with the electronic record which lists a public key together with the name of the key owner.

Before issuing the certificate, the TTP should identify the person applying for it. The TTP will have the same duty of a notary: it will ask to the person applying for a certificate to demonstrate his identity, using an identity card or another equivalent document.

In this way, the TTP solves the recipient’s problem to identify and to be sure of the sender’s identity.

The TTP can absolve also one more function identifying the person applying for the certificate: it may control if the applicant already has another signature key pair. In this eventuality, the TTP should ask the demander why he is applying for another signature key pair and it should give the new key pair only in the prearranged cases.

One of these cases is the guiltless loss of the previous key pair. The private key, to which only one public key corresponds, can be lost if it is kept on a smart card and the smart card is stolen, damaged or lost. 

b)	TTP should also verify, before issuing the certificate, the legal capacity of anyone demanding for a signature key pair.

Each national law establishes at a certain age the capacity to contract and denies it in some situations, such as mental diseases or bankruptcy. In a virtual environment, where contractors may never meet each other, TTP can absolve this “control function”, function that, in an ordinary contract negotiation, is absolved from each party.  

In case of mental diseases or bankruptcy, for instance, the guardian or the receiver should inform the TTP, so that the TTP could modify the contents of the certificate. In the certificate, the TTP should include a notice, warning every potential contractor that the owner of that key pair is legally incapacitated and that only his guardian can conclude a valid agreement.    

c)	The receiver of a digitally signed message should verify the sender’s signature using the public key corresponding to the sender’s private one. With this verification, the recipient can be sure and prove that the message comes exclusively from the sender.

TTP issues a certificate in order to associate a key pair with a signer.

A signature certificate is an electronic record which lists a public key together with the name of the key owner, who has signed the certificate request, and confirms the attribution of that public signature key to that identified physical person.

A principal function of the signature certificate is to bind a public key with a particular holder. 

A receiver of an electronic message signed with a digital signature needs to rely upon the digital signature affixed by its owner, who is listed in the signature certificate. He should use the public key listed in the key repository, in order to verify that the digital signature was created with the corresponding private key.

If this verification is successful, “assurance is provided that the digital signature was created by the holder of the public key named in the certificate, and that the corresponding message had not been modified since it was digitally signed�”. 

In the definition given under point c), we stated that a TTP should “confirm the attribution of a public signature key to an identified physical person”. 

Natural and legal persons may equally obtain a certification of a cryptographic public key, but, obviously, the signer must be a physical person. This statement relies on a distinction between the two functions performed by signature, indicated previously in Chapter 1, par. 3. A signature

i)	identifies the author of the text: a legal person’s signature identifies the identity of the physical persons who acts for the legal person, i.e. identifies and it is affixed by the physical person who has the legal representation of the legal person.

ii)	indicates the signer’s approval of the its content: the natural person, subscribing the document, indicates, on behalf of the legal person, the intent to approve the contents of the message

d)	the recipient of the digitally signed message should be able to verify at any time that the digital signature was created with the corresponding private key. This evidence is reached at any time, consulting the signature certificate and applying the public key listed in the certificate on the message. The certificate should be published in a on line data base, or made available by other means.

Records, where already available, are on-line databases of certificates and other information. Depending upon the implementation, the verifying program could automatically make the request for signature certificate.

We have to point out that the introduction of the public key with its certificate in a key repository, according to almost all European legislation on personal data, should be authorised by its holder. A certificate contains private data and its owner could deny the authorisation. 

However, digital signature can be used also without a key repository, which is only an easier way to find the public keys. 

The law ruling the use of digital signature could oblige the person applying for a signature key pair to allow the insertion of his public key into a key repository. Another possibility is the provision that the public key of the person who requires for this service can be seen/consulted only from authorised people. Each State should foresee and rule such cases.

e)	a key repository is an archive of private data. It contains not only a numerical sequence (the public key), but also many personal information, such as the real address and the virtual address of the key owner, his personal identification information, the key time and value validity, etc.. 

Almost every European country has adopted a law that rules strictly the formation and maintenance of personal information data base and each law foresee a different regulation, regarding the authorisation for the collection, the diffusion and the use of such data. For this reason, each Government should verify the legal compatibility of the key repository with the data base legislation.

WHO WILL BE THE TTP ?

TTP can be either a public Authority or a private one.

A possible structure can have a public central TTP and some more hierarchical subordinate and peripheral private TTPs.

So far, there is no univocal definition and indication of the identity of TTP in the different countries. In some law proposal, it is envisaged that, for public policy reasons, only Government entities should be authorised to operate as central certification authorities�. In other proposal, it is considered that certification services should be open to competition from the private sector�.

Fundamentally, TTPs can be both public and private: certification authority services can be operated by public entities or private sector service providers. The only important rule, both legally and technically, is that there should be more than one certification authority operating within a public key infrastructure.

The UNCITRAL document�, as well as the Italian AIPA draft law and the German Bundesnotarkammer draft law, highlight that “certification authorities within a public key infrastructure can be established in a hierarchical structure, where some certification authorities only certify other certification authorities, which provide services directly to users. In such a structure, certification authorities are subordinate to other certification authorities”.

We stated before that a TTP could offer value added services to users wishing to enhance the trust and business confidence in the services they receive and to facilitate secure communications between trading partners. 

For this reason, each TTP should arrange trust agreements with other TTPs in order to form a network, thus allowing a user to communicate securely with every user of every TTP with whom his national TTP has an agreement. 

In this framework it is easy to envisage that, in the absence and until an international central authority is created and recognised by many countries, a number of concerns may arise with respect to the recognition of digital signature certificate by TTPs in foreign countries. 

In international law the rule of cross recognition is generally used to solve such problems of  reciprocal acceptance. We can define the recognition of foreign certificate as “cross certification”. In this case, it is necessary that substantially equivalent certification authorities recognise the service provided by each other, in other to allow the respective key holder to use their signature key in international communication and transactions, sure of the trustworthiness of the certificate being issued.

A certification authority can be also “bound” to one of the contractors. Banks, or other reliable private or public institutions could be authorised to generate signature key pair for their clients. One or both parties in a transaction could have their bank as the TTP who has generated and keeps the signature keys�. 

This possibility is not acceptable in the UNCITRAL document, where “one of the factors to be taken in account when assessing the trustworthiness of a certification authority is independence, i.e. the absence of financial or other interest in underlying transactions�”.

In this situation, however, the certification authority is not “exactly” a third part. For this reason, it should not be defined as TTP, trusted third party, but the denomination “certification authority” would be more correct. 

Each TTP, either private or public, central or peripheral, should demonstrate to have and maintain some absolutely necessary requirements for all its activity,: 

-	independence (for the mainstream approach that claims it);

-	internal security;

-	longevity (because an evidence of certification or decryption could be asked many years after the underlying transaction has been completed);

-	financial resources and legal reserve;

-	existence of a contingent plan;

-	proved experience and proficiency in encryption and decryption technologies as well as familiarity with security procedures;

-	protection arrangements for the TTP‘s own private key;

-	revocation procedures;

-	insurance;

-	inter-operability with other national and foreign certification authorities;

-	personnel selection and reliable management.  

POWERS and FUNCTIONS

As mentioned under point 3.1 a) of this Section one of TTP’s capabilities is identifying  each person applying for a digital signature certificate. This is the first power that a TTP practises in its relationship with its clients and it is the basis for the all following activities.

The fundamental power that each TTP should exercise is a general control on the use and misuse of digital signature certificates and of digital signature keys.

A digital signature certificate shouldn’t be unreliable when it has just been issued: thanks to the preliminary control on the applicant’s identity, it cannot misrepresents the holder’s identity.

But the private key and the certificate that contains the correspondent public key, can become unreliable, for instance when the holder loses it (the private key can be on a smart card and that this card can be stolen, damaged or lost).

In this situation, a TTP should suspend (i.e. temporarily interrupt the operational period, and, perhaps, issue a temporary new certificate) or even revoke (permanently invalidate and replace) the certificate. 

The law should define and rule in which circumstances TTP has to suspend or revoke the certificate at the holder’s request or even without the holder’s consent.  

Obviously, immediately after the suspension or the revocation of a digital signature certificate and of the digital signature key pair, the certification authority must make a public note on the on line public key repository. 

This notice should indicate the time and the reason of the measure that has been taken, the signature certificate and the public key that replaces the old one (if there is one), the length of time of the suspension.

TTP should notify persons who inquiry, or who are known to have received a digital signature verifiable by reference to the unreliable certificate, the same notice.

TTP should also keep a wider documentation in its files on the measure that has been taken, together with the technical or/and juridical reasons that have suggested it and the final decision (confirmation or definitive revocation) on the certificate.

The revocation or suspension of a digital signature certificate and of the correlated digital signature key pair must produce its legal effects only for the future. This mean that suspension and revocation of a certificate becomes effective at the time when it is received by the certification authority.

The law should determine the exceptions to this rule. 

One of these exceptions should be the fraudulent use of a stolen digital signature key, if all the contractors knew that the key had been stolen and so that the signer’s could not lawfully use it.   

The law should also foresee that the holder of a certified key pair has a legal obligation to demand to his TTP the revocation or suspension of the corresponding certificate, once he is aware of or suspects that his private cryptographic key has been stolen, lost or is in danger of being misused. 

The law should also foresee that if the owner fails to ask the revocation or suspension of the certificate in those circumstances, he will be held responsible for any loss sustained by a blameless certification authority who has relied on the content of the signed text.

In the same way, the law should foresee that TTP should be held responsible for any loss sustained by a blameless private, who has quickly demanded the suspension or revocation of his digital signature key pair with the correspondent certificate, if TTP has not suspended or revoked the certificate or has not published the related notice.

In this circumstance, the law should also foresee sanctions for the unreliable TTP.

SOME ADDITIONAL POWERS AND FUNCTIONS

A TTP can have some more powers and perform useful services.

In order to explain the utility of these services and the function a TTP can carry out, in Chapter one, par. 7, we highlighted some analogies with the postal service.

We stated that when we want to have the proof of posting, we sent the message by registered mail: in this way, we will receive a receipt of the delivery. We could also need a proof that the message has actually reached its addressee, and we can ask for registered delivery.

These services, with the legal value and the probation consequences they have, can be performed by the TTP who has generated the signature key pair and certifies the sender’s public key.

The sender of the message could ask his TTP to certify that he has sent the message. 

This wont (and could not) be a technical suggestion, but, from a legal point of view, we can imagine that who wants to have a registered mail or a registered delivery could:

-	create his electronic document and digitally sign it,

-	use the network to send it to its TTP and ask for the additional service.

The TTP will send the message and in this way it certifies that the message has been sent and, when asked, that it is arrived to the receiver’s virtual domicile.

Using this service, the sender “gains” a refutable presumption, and the receiver should demonstrate that the message has never arrived at his virtual domicile.  

Another useful service that a TTP could perform is the filing and recording of electronic documents when the law orders it.

Once signed from the declarant or from the two or more contractors, a document is legally valid, but, for some negotiations that law indicates, it could be filed for the prescript period and/or recorded in official record.

The TTP can organise and keep a new official electronic record.

A TTP could also register and file the payments that contractors do in execution of the transaction they have concluded. The executed payments could be filed with the contracts.

Each Lawmaker should decide if these functions should be performed by TTPs or by other authorities. In this second hypothesis, however, there could be an additional economical fee for users. This fee should be limited in order not to discourage the use of such additional services.

CONTENTS OF A SIGNATURE KEY CERTIFICATE

Each certificate should be issued by an authorised certification authority in the form of a data message and should be always available on line.

It should indicate at least:

-	the serial number of the certificate;

-	the applicant’s (user’s) name, with his place and date of birth, if the applicant is a natural person, or the applicant’s (user’s) name, with his place and date of birth plus the name of the company and its fiscal code if the applicant is a legal person (identification data)�;

-	the applicant’s legal domicile and his virtual domicile (that could be his e-mail address, if it indicates not only the country but also the city);

-	the data of issuance and the date of expiry (validity period of the certificate and of the signature);

-	the certification Authority’s name, legal domicile and virtual domicile;

-	the user’s public cryptographic key;

-	all the information indicating how the recipient of a digitally signed document can verify the sender’s public cryptographic key;  

-	the certification Authority’s digital signature�;

-	if there is, a value limit (i.e.: this signature key can be used only for transactions up to £. ...... );

-	if there is, the name and the powers of an agent who is authorised to use the signature key.



Many others indications can be inserted in a digital signature key certificate.

Our list pretends only to indicate the most important, useful and common. 

Key Escrow and Key Recovery

The real possibility to conclude all kinds of contracts across an open network like Internet has led to an increasing concern about the security of information itself. 

One of the most effective security tools for protecting the integrity and confidentiality of information transmitted on open electronic networks is cryptography, as mentioned in Chapter 1.

In this framework, several voices affirm that a significant area of consideration is how the diffusion and availability of cryptography will affect the ability of authorities to continue to fight serious crime and terrorism. 

The central problem is the need to balance the commercial requirements for valid encryption services with the need to protect users and the need to safeguard law enforcement (and, according to the just existing law in countries like France, the need to protect the national security).

In the British DTI proposal for the licensing of TTP for the provision of Encryption services�, the Minister for Science & Technology proposes that the licensing regime “will aim to protect consumers as well as to preserve the ability of the intelligence and law enforcement agencies to fight serious crime and terrorism by establishing procedures for disclosure to them of the encryption keys, under safeguards similar to those which already exist for warrant interception under the Interception of Communications Act 1985”. 

It is clear that cryptography can be used for improper purposes, i.e. to hide illegal activities of criminals and terrorist. The use of cryptography can make unreadable documents detectable according to national Interception Acts.

Another reason for the introduction of a key escrow system can be found in private transactions: private parties may have legitimate reasons and legal basis to obtain access to encrypted information, for instance, when an employee who has encrypted files resigns without leaving his private key or when the signer dies and his heirs need to open encrypted documents.

In such situations, a TTP can enable legitimate access to private keys, in order to permit the decryption of unreadable texts, if the law foresee a key escrow system.

Key escrow allows, under predetermined conditions, the disclosure of private signature keys to public authorities, private parties who have legitimate reasons, and, generally, to every authorised third part, in order to decode texts. The Trusted Third Party, who keeps the private signature keys in escrow, will act only under the conditions defined by law, and will be held responsible for every unauthorised disclosure.

We mentioned in Chapter I that the private signature key is secret and that even its owner will ignore it. For these reason, the same owner could need to have access to its private signature key, better to its copy, if he looses the key or if it is stolen, broken etc. T

The same Trusted third Party will provide a key recovery system, allowing the disclosure of private signature keys to their owner under certain condition defined by law. 

We would like to highlight that a key escrow system should allow only a legal access to private encryption keys used to protect the confidentiality of information. 

Key escrow will be used by public authorities in connection with lawful interception of communications or for lawful access to data stored and encrypted by the clients of authorised TTPs. 

A key escrow system is not intended for access private keys used only for integrity functions. 

Law should foresee that legal access to encryption keys will be permitted through serving warrants on TTPs.

Problems might arise if only some countries will adopt a system of Trusted Third Parties providing confidentiality services including encryption on a key escrow basis. In this circumstance, privates could decide to register with a TTP that grants encryption services without key escrow.

The British document highlights that “unless workable arrangements are in place for the authorities to gain access to key escrowed with TTPs in other countries, criminals may choose to register with TTPs abroad in order to evade national legislation providing for access to keys held by TTPs licensed in their own country�.”

It is important to be clear that no TTP will be able to access an encrypted message: TTP will only assist in the area of key management and key certification.

Finally, we must highlight that cryptographic products and technologies are subject to exportation controls and that all the EU member states are bound by the Council Regulation n.3381/94.
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Conditions And Problems For The Use Of Digital Signature And Electronic Documents.

SUMMARY 

Each time a new and revolutionary technical system is introduced, the first question asked is which kind of applications it will have.

At the same time, it will raise many issues, and there will be many legal problems to solve. 

These problems are created either from the just existing legislation, that can conflict with or even forbid the new technique, or from the lack of ruling.

In this Chapter, we will try to underline which use a digital signature system can have and the difficulties it can come across.

DIGITAL SIGNATURE AND ELECTRONIC DOCUMENT

A number of questions are raised in connection with a new signature system: first of all, to which kind of documents it can be applied.

Before answering to this question, and depending on the nature of the digital signature and the electronic document, two major problems must be solved:

a)	if an electronic document signed with a digital signature is a writing;

b)	if an electronic document signed with a digital signature is an original or a copy.

a) REQUIREMENTS OF A WRITING

The legal rules in all European countries require that certain transactions have to be concluded in writing. Among the underlying for this requirement, are the need to help the contractors be aware of the consequences of their entering into a contract, to reduce disputes, using the writing as evidence of the existence and contents of the contract, to permit third party reliance on the document.

It should be noted if the requirement of a writing is specified in a legal system, it may imply one or more of the following consequences:

-	a writing is required as a condition to the existence and/or the validity of the legal act it bears;

-	a writing is required by law only for evidentiary purposes;

-	a writing is needed to produce some specific legal result beyond that of merely evidencing the contract.

In the first case, the non existence of a writing entails the nullity of the legal act.

In the second, a contract can be validly concluded by the parties without a writing being required, but the enforceability of the contract is limited by a general rule, requiring the existence and contents of the contract to be evidenced by a writing in case of litigation. 

In the third situation, the less common, the writing is used in order to grant the contractors the benefits defined in law.

Our problem is to determine whether an electronic document signed with a digital signature can be defined as a writing.

The practical and legal characteristics of a writing are themselves a matter of debate, particularly aiming at a definition valid for all the different fifteen European legislation.  

Certainly, writing is generally defined referring to the mode of imposition on the medium, rather than by reference to the nature of the medium itself.

In the United Kingdom, for example, writing includes typing, printing, lithography, photography and other modes of representing or reproducing words in a visible form�.

In Italy, the penal code defines the informatic document, as “any informatic medium which contains data or information which can have a value of proof as well as the programs specifically intended for processing data�”

The definition of a writing has often been extended to include “telex, telegrams, or other means of telecommunication which provide a record of the agreement�”.

The Portuguese Decreto-Lei n.352/86 de 21/10/1986� which rules the transport contract, considers, at the third article, telex, fax and all the other modern techniques as valid system for the conclusion of the agreement.

The 5th point of the introduction of the same decree states that “in the art.3 the legislator wants to accept the new ways of formalisation of the contractual agreement, coming from the use of the informatics and telematic items.” 

We would like to highlight that there is no closed definition of writing and that jurisprudence, as well as law, is introducing electronic documents in the general number of writings.

However, one of the principal legal obstacles to the increasing use of electronic documents, and so of digital signature, can be identified in the requirement that documents should be drawn, transmitted and stored on signed papers.  

b) ORIGINAL AND COPY

It is a general principle of law that:

-	the original of a document is the writing signed by its originator, 

-	the original is one and only one and 

-	all its reproductions can be faithful copy or simple copy. 

When the author uses his hand written signature, the original document will be a paper document; when he uses a digital signature, the original will be an electronic document. 

The original of an electronic document subscribed with a digital signature is in the memory of the computer utilised to create it. Each output, in paper or other form, is a copy. Each legal system gives a different value to a copy, since a copy can be a faithful copy or a simple copy. A common point is that a copy can never have the same value of its original.   

This means that, until a new law of equivalence is issued, in civil law countries, as well as in common law countries, a computer printout is considered as a copy, so that it has not the same value as the original.

As highlighted in Section 3 of this Chapter, and more in detail in Chapter four of this document, legal problems can raise with the use of electronic documents signed with digital signature in those country where there is a closed system of proof.

We must emphasise again that the uncertainty as to the legal effect of using this system is seen by the users as a considerable deterrent to the widespread of digital signature. 

For this reason, many voices affirm the need of a law. With the introduction of a rule of equivalence, from a legal point of view, there will be no legal difference between an electronic document signed with a digital signature and a paper document signed with a hand written signature.

However, an abstract legal value of such documents cannot be denied, since they have all the requirements needed to define any writing as an original juridical document. 

The principal difference between an original paper document and an original electronic document is its medium, which in the first case is paper and in the second is a digital memory, which needs a computer and a video to be readable.

It is certain that some time will be necessary to achieve the full acceptance of and acquaintance with such new technique. 

Upon this statement, the kind of electronic documents which can be digitally signed can be effectively determined.

We will distinguish between private documents and official actions.

PRIVATE DOCUMENTS

In all the legal systems analysed, this category includes deed polls inter vivos and mortis causa, contracts, and every kind of private act that is generally used in electronic commerce.

- Deed polls inter vivos

There is no doubt that a deed poll inter vivos can be created, stored and sent either in the classic way, using a hand written subscribed paper document, or a digitally signed electronic document. 

A deed poll is legally valid when it is signed by the declarant. Generally, law distinguishes between:

- deed polls which have to be received in order to produce their legal effects and 

- deed polls that, once signed, are immediately in force.

An electronic deed poll subscribed with a digital signature could have all the legal requirements requested from the legal systems of common law countries and civil law countries.

It is perfect when is created by the declarant and signed using his private signature key. Digital signature grants its integrity and authenticity. 

In Chapter two, par. 3.5, we described how a TTP can assure the envoy and/or the reception of a message: the same system could be used for deed polls which need to be received.

Every legal system recognises many different deed polls, so only the most frequently employed will be analysed.

First of all, a big number of waivers as well as all the revocations can be done using digital signature system,.

The digital signature technique can also be used in the acts to establish a foundation, to entrust an attorney, to cancels an order, or to donate inter vivos (where donation is considered a deed poll) . 

- Deed poll mortis causa

Under deed polls mortis causa, legal system generally mean testaments.

A testament can be nuncupative or written and signed. It can be hand written signed or digitally signed. 

In Chapter 1, we stated that a document cannot be modified without altering the result of the application of the signer’s public key once signed with the private signature key.

The willer can write his testament as an electronic document, and can subscribe it with his private signature key. After his death, the testament will be opened and verified using his  public key.

There is no objection to the use of digital signature for the subscription of a will. Legal system already provide the freedom of procedure for the drawing up of testaments.

- Contracts

The use of digital signature and electronic documents in this category will certainly have a wide diffusion. The use of a network to contact people remotely and the possibility to conclude contracts without sending written paper documents, will allow to widen the potential contracting parties and speed up the conclusion of transactions.

According to the principle of party autonomy, existing in most legal systems, parties may conclude contracts by any means they agree upon.

If the form, or its absence, chosen for the formation of the contract provides no physical evidence of the common will of the parties to conclude a contract, the enforceability of the contract, but generally not its validity, may be affected,. 

However, we have to highlight that many legal systems know various categories of contracts which would not be validly concluded using electronic documents and digital signature.

This is the case for such contracts whose validity depends upon the fulfilment of some formality, category that is known in civil law countries as well as, but less frequent, in common law countries. An example is the transfer of mortgage of real estate, that is generally subject to additional formalities, such as a notarised writing.   

Sale will be, together with preliminary contract of sale, the most used form of transaction. 

Also supply contracts, procurement contracts, mandates (either bank mandate or agency),  contracts of guarantee, tenancy agreements, gifts (where it is considered a contract), contracts of agency, maintenance contracts, money lending contracts, charter party, contracts of service, partnership deeds, contracts of conveyance, can be created as electronic document and signed with digital signature.

In our brief list, we have considered and included both unilateral or bilateral contracts, onerous contracts or gratuitous contracts, contracts which need written form or that can be concluded by parole. 

This means that each type of contract can be concluded using digital signature and that the only category that could not be listed in this enumeration is that of solemnised documents, as we stated before.

Digital signature can be used also to sign standard contracts, that each party can publish in a web page. 

OFFICIAL ACTIONS

As mentioned in Chapter one, the use of electronic documents and digital signature can support Public Administrations to speed up their activities and to reduce their record offices.

In some European countries, like Italy, the law favours the use of this system and equalises official actions created with electronic instruments to paper official actions. 

Digital signatures could be used either for official action or measure, and could aid the issue of statements, such as birth statements, marriage, residence etc.

But, as previously mentioned, until a law of equivalence is issued, no Public Administration will be authorised to use the new signature system.

Another particular problem for such kind of documents derives from the special medium used for electronic documents: the original official action will be in the P.A.’s electronic registry. For official actions this will create major problem, because each citizen might need to physically present the official action requested and obtained to other citizens or P.A.s.

The same law of equivalence should solve this problem. 

Public administrations are in the position to favour the use of the smart card that contains the private key of signature for many other purposes, such as the access to administrative data banks. The same smart card could also be used as identity card and could allow its owner to request the issue of public certifications.

CONDITIONS FOR THE USE OF DIGITAL SIGNATURE

It is a general principle of law that the original of a document is one and only one. Every modification on the original can be noticed, easily or with the use of particular instruments or particular skills. 

It is a generally assumed that any electronic document can be copied and modified so that the copy won’t be distinguishable from the original and every modification won’t be detectable. 

We stated in Chapter 1 that a digital signature system can be used only to sign electronic documents, and everybody agrees that the digital signature system has been created in order to solve, and has solved, the probation, authentication and identification problems of electronic documents.

We have tried to demonstrate in Chapter 1 and 2 that an electronic document, signed with a digital signature created with an asymmetric key pair and certified from a trustworthiness certification authority, is more secure than a paper document subscribed with a hand written signature.

In Chapter four we will illustrate that the first drafts law and the first law on digital signature and trusted third parties agree to this theory and equalise electronic documents signed with digital signature to hand written documents.

The reason of what we have underlined in the previous lines is that one, and the most difficult to be solved, of the problems and so of the conditions for the introduction of a digital signature system is not a technical or juridical problem, but a problem of reliance.

So far, although technicians assure that the integrity, authenticity and security problems are at present solved, people don’t trust this system and require a law regulation which, first of all, allows computer records to be produced in litigation, giving them the same evidentiary value as that of the documents they purport to reproduce. 

EVIDENCE

The rule of evidence is differently regulated in civil law countries and in common law countries, making a net distinction necessary.

Evidence in civil law countries.

In civil law countries, the production of evidence is related to the of rules which regulate the conclusion of transactions and the storage of documents. In common law countries the problem is of admissibility of electronic documents in front of a Court.

As we underlined in the previous Sections, digital signatures can be affixed only on an electronic document. For this reason, this revolutionary system of signature meets legal obstacles in civil law countries due to the uncertain value of a copy, since all computer records are copies of an original.

In those countries, a signed original document is required in order to establish in advance, evidence acceptable by courts in case of litigation. The relevant written document should be stored and kept available during a prefixed period of time�.  

This rule knows many exceptions: the most common is that a writing is generally not required for transaction of a small amount. This small amount corresponds, for instance,  to 5.000 French Francs and to 3000 Belgian Francs�. 

Another exception exists in some other countries, such as Italy and France: should it be impossible for one of the parties to obtain written evidence of the contract, its contents can be proved with parole evidence�. 

The law of some countries admits, as an exception, a written document as evidence if its contents are in relation with the substance of the contract. 

We must emphasise that in many countries the requirement of a written evidence is not considered as a mandatory. This means that it is possible for the parties to agree in advance that the contracts they will agree upon will be proved by other means than a written and signed document. Their agreements will contain an appropriate provision on the record of the transaction which would be used as evidence. This provision can take the form of general conditions, enforceable in individual transactions.

Only in Luxembourg the law of evidence is not an obstacle for the use of electronic documents subscribed with a digital signature. In 1986�, a specific legislation has been issued which expressly allows computer records to be produced in litigation. This law gives to such records the same evidentiary value as the document they purport to reproduce. This law, however, rules only private contracts.

The requirement of a writing for evidentiary purposes in civil law country admits no exception in the fields of insurance, since an insurance contract can generally be asserted against the insurance company only if it has been agreed upon in writing, and in the field of credit, particularly consumer credit.

Evidence in common law countries 

In common law countries, the rule of evidence raises a number of problems, because of the existence of the “Hearsay evidence rule” and of the “Best evidence rule”.

In those countries, verbal evidence is considered as the queen of evidence. It can be admitted only if it comes from the person who had direct knowledge of the matter he exposes. Therefore, according to the Hearsay evidence rule, a document cannot be used as evidence if its author doesn’t witness its content in front of the Court.

Jurisprudence� and authorities� have always considered the computer printouts as evidence by hearsay.

In 1968, however, the British legislator has issued the Civil Evidence Act 1968�. Using  this rule, a computer printout is admissible as evidence if the person who has input had a direct knowledge of data.

According to the Best Evidence Rule, only the original documents should be presented as evidence. As we mentioned before, there is a general agreement that a computer printout is not an original.

However, a copy can be used as evidence of the original’s content if the person who uses it can prove that he was unable to obtain the original�.

Because of the presence of these rules, in common law countries the introduction of a system of electronic document signed with a digital signature can present serious problems, which suggest the adoption of a new law.
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Law, Draft Law, Case Law

Summary

The digital signature and trusted third party system is a new experience for the European countries.

This can probably be the first reason for the lack of legislation ruling its use.

The importance of the introduction a complete legal system, on the contrary, is highlighted from the number of draft laws proposed in the different countries.

In this Chapter, we will report the results of our research on the laws, draft laws and case law in all over Europe.

Austria

In Austria there is no law, no case law and no draft law on digital signature and trusted third parties, but the Prime Minister’s Office has sent a set of questions on it to all the Public Administrations. This questionnaire aims at collecting information and recommendations on requirements of a law on digital signature. The results of the questionnaire are still under elaboration.

According to Prof. Walter Jaburek, the use of digital signature and electronic documents should not meet serious juridical problems, if it won’t be applied to those act which need written form.

Belgium 

One of the best studies on electronic documents and digital signature is Belgian. In the book: “Aspects juridiques du mouvement électronique de fonds”�, Dr. D. Syx, legal advisor in the Kredietbank S.A., defines digital signature for electronic fund transfer and gives some interesting personal suggestions for the solution of the evidence problem in Belgium. 

In his article: “Vers de nouvelles formes de signature ? Le probléme de la signature dans les rapports juridiques électroniques”, Dr. Syx affirms that the modern technologies make possible the creation of new forms of signature, if they can respect all the functions performed by the hand-written signature. This article can be considered the base of the current legal conceptions on digital signature and it is one of the first paper where digital signature is considered legally equal to hand written one.

In Belgium there is no law, no draft law and no case law on digital signature.

Denmark

In Denmark there is no law ruling digital signature and no case law on it, but there is a proposal of law, whose principal idea is that communication in open networks can only be legally secure if the parties are certain of their trading partners’ identity. 

The proposal suggests that this may be done by public key cryptography and that, in order to certify that the public keys are genuine, there should be one or more certification authorities. In order to ensure the certification authorities’ trustworthiness, it has been proposed that a central certification authority could be formed on a semi-public basis.

As a result of our research, conducted with the help of Dr. Eivind Einersen, from Advokatfirmaet O. Bondo Svane, we found that there is no law that inhibits the use of cryptography and that, also without a law ruling it, a digital signature system can be validly used. The Contracts Acts, although passed in 1917, is an enumeration of general principles  applicable also for these new technologies. Furthermore, under Danish law, all evidence is admissible, so that a judge can freely evaluate any type of evidence, included an electronic document signed with a Ds�.

We must report that IBM, Europay, MasterCard and the Danish company PBS have created a large scale project to provide security for commercial transactions conducting electronic commerce on the Internet. In the first days of April, 1997, the new standard, called SET (Secure Electronic Transaction) has been used in a pilot project in Europe for cross-border payments over the WEB.

Finland

Thanks to our contacts in Finland, Dr Vihinen. LL. M. researcher in the Department of Private Law, University of Helsinki, and Mr Tenhunen, Deputy Chief of Central Finnish Criminal Police we can say that in this country there is no law, several working groups but no official draft law, and no case law.

In the Finish law, there are about 800 Sections dealing with signature, but only the Maritime Act, 1995, mentions electronic signature.

There as been a project in Finland about how to create a system where people could voluntarily get an electronic identity card. The idea of this card is that a Finnish person could get and give information to the offices via computers simply by using their identity card. There are several proposal of how to fulfil the electronic identity card, suggesting the use of an asymmetric algorithm and a Certification Authority, with a hierarchic system of 3 or 4 levels. The report on this project in published in Finnish by Valtionvarainministeri, Liikenneministeri, Sis Asiainministeri, 16/9/1996 (The Ministries of Finance, Transport and the Interior).  

The Finnish point of view on Digital Signatures can be summarised in three points: - no law is need because the technical means supporting the digital signature are so safe that this type of signature is completely trustworthy and the electronic document created in this way is valid;

-	the opposability of the electronic document signed with a digital signature descends from the techniques of cryptography used to create it

 -	the digital signature can be equalised to the hand-written one.  

France

As mentioned in the first Chapter, digital signature is one of the possible applications of cryptography. There must be a clear distinction between the two applications of cryptography:

-	confidentiality, which allows to cipher a text;

-	integrity and

-	authentication.

In France, there is no law ruling directly the use of digital signature, but the use of cryptography is strictly limited by law. 

The use of cryptography is ruled in the art.17 of the Law n.96-650, 26/7/1996�:”the use of a method or of a tool of cryptography is free if the method or the tool of cryptography doesn’t allow to provide confidentiality functions. In particular, the use is free if the method or the tool can only authenticate a communication or guarantee the integrity of the sent message.”

There are two different project of decree which try to define the rules of application of the law n.96-650, but, up to now, no one has been presented to the Conseil d’Etat.

Federal Republic of Germany

Only in the last years a discussion on computerised legal transaction started in Germany. In 1992, the Federal Chamber of Notaries held a forum on it, in order to discuss and focus the technical prerequisites and legislative aspects on digital acts. 

The discussion pointed out that documents bearing digital signatures have features which distinguish them clearly from purely verbal contractual statements - which are legally effective in Germany, if no form is prescribed for the statement - but difficult to prove, and  that the same features approximate them to written documents. 

Until a different regulation is adopted, electronic documents have a different legal status than written ones, because they don’t meet the requirements of written form posed by law. This means that if a contract is formed electronically, it is ineffective according to current German law�. 

In the same way, in court electronic documents are not treated as written ones, and the rule of so called visual evidence� will be applied.

For these reasons, the Federal Chamber of Notaries proposed some changes on the Section 126 a of the German Civil Code (BGB) and prepared a Draft Bill regarding the introduction of the digital signature�, whose principal issues are: 

-	a digital signature should have a similar, albeit not identical, effect to the written one; 

-	a person should be able to use digitally signed documents as evidence in the courtroom. 

The new proposed Section 126 a of the Civil code can be summarised in a set of indications:

-	if the electronic form is required by law, the text should be subscribed with a digital signature;

-	the digital signature should be created with a reliable technical method, to identify either the statement or the signer;

-	the statement and the signature should have long term and legible reproducibility;

-	the digital signature should be associated with the certificate that contains the name of the signer and the authority which has generated and is keeping the key.

The Draft Bill contains some interesting definitions of digital signature, certifier, signature key certificate and time stamp�.

It must be noted that the attribution of the charge of certifier will happen at the end of a public tender, in order to have competition from the private sector. The requirements are, first of all, the reliability necessary for such critical operations and the indispensable knowledge and qualifications.

The certifier shall:

-	identify the applicant for a signature key certificate;

-	confirm the attribution of a public signature key to an identified person, maintaining the access to the public key certificates at all times and for everyone with a publicly accessible telecommunications connection.  

The certifier has a major duty of notification: it has to instruct the applicant on the measures that are necessary to “contribute to secure digital signatures and their reliable verification, inform him which technical components fulfils the requirements indicated in the next Sections, and it shall point out that data with digital signatures may need to be resigned before the security value of an available signature decreases with time�”.  

This proposal has also defined the contents of each signature key certificate:

-	the name of the signature key owner,

-	the attributed public signature key, 

-	the algorithms with which the public key of the signature key owner as well as the public key of the certifier can be used, 

-	the number of the certificate and the beginning and end of it’s validity, 

-	the name of the certifier, 

-	information as to whether use of the signature key is limited to specific types and scopes of applications and information concerning the power of representation for a third party.

One of the major responsibilities of a Trusted Third Party is the power and the duty to block the digital signature and its certificate at the owner’s request or without his approval. The certifier has the power to block a signature key certificate if the certificate was issued based on false information, if the certificate’s validity is expired and if the Authority orders to block it. The blocking shall indicate the time from which it applies: a retroactive blocking is not permitted.

With the last disposition of the draft, the federal government is empowered to promulgate by Legal Ordinance the provision necessary to implement the Law.

The draft law described is the only in Germany�, and no case law exists.

We would like to thank Dr Sigrun Erber-Faller, of the Bundesnotarkammer, for the valuable effort. 

United Kingdom

On June 1996 it was announced that the Government would be bringing forward proposal for the licensing and regulation of Trusted Third Parties for the provision of encryption services.

This announcement “recognised the growing demand from industry for strong encryption services to safeguard the integrity and confidentiality of electronic information transmitted on public telecommunications network. It also recognised the need to balance this demand with the requirements to preserve the ability of intelligence and law enforcement agencies to fight serious crime and terrorism�”.

In the first days of March 1997 a public consultation paper on the Government’s proposal for the licensing of trusted third parties for the provision of encryption services has been issued. It invites comments on the issues set out in the consultation paper.

In the proposal, cryptography is considered useful to protect the confidentiality of data, stored or transferred, to verify the integrity of data, by revealing whether it has been altered, and to identify the person or device that sent it. Cryptography can also be used to establish authenticity, prevent undetected modification, non-repudiation and unauthorised use.

The British proposal aims at defined TTPs which would be used to offer value added services to users wishing to enhance the trust and business confidence in the service they receive, and to facilitate secure communications between business trading partners. TTPs could be established in both public and private domains, at the local, national and international level and should have trust agreements arranged with other TTPs to form a network, therefore allowing a user to communicate securely with every subscriber to every TTP with whom his TTP has an agreement.

The law provides that bodies wishing to offer or provide encryption services to the public in the UK will have to be licensed. The Department of Trade and Industry has been chosen as the initial authority for the licensing, in view of its experience in licensing telecommunications operators. The duration of licenses will be a minimum of five years. The law inhibits the provision of encryption services in the UK without licence.

TTPs will be held responsible for the protection of the private encryption keys of clients at all times they are in their possession. In the event of loss or disclosure of keys, deliberate or accidental, the TTP will be required to have in place adequate arrangements to compensate any loss suffered by its clients or clients of other TTPs. 

A TTP will have to be able to offer Data recovery Services. Actually, if the encrypting key is stolen, lost or deliberately withheld by disaffected employees, the information will remain encrypted and may be lost to its owner for ever. TTP will have to offer recovery of the keys to their clients as they will store or escrow the keys.

On the other end, cryptography can also be used to improper applications, such as hiding the illegal activities of criminals and terrorist.

For these reason, the British draft proposes that legal access should be achieved by making use of a key escrow/recovery system. “Key recovery allows authorised persons (for example users, officers of an organisation and law enforcement authorities) under certain conditions, to decrypt messages with the help of cryptographic key information, held in escrow, and supplied by one or more trusted parties. In such cases legal access is to private confidentiality key�”.

The legislator will provide that the Secretary of State may issue a warrant requiring a TTP to disclose private encryption keys, but protecting the confidentiality of information. There will be safeguards broadly similar to those in the Interception of Communications Act 1985, under which a Secretary of State may issue a warrant requiring the interception of communications. For the purposes of legal access, a central repository could be established. It According to contractual arrangements between parties, TTP will be able to release the private encrypting key of the client under contractual arrangements between the two parties. 

It must be highlighted that the proposed legislation is directed solely towards the provision of encryption services to subscribers in the UK and not the use of encryption. In the same way, users will remain at liberty to choose whether to make use of TTPs, or to make other arrangements for their encryption requirements.

In Chapter III, par.3, we have evidenced the problems that the British system of evidence will give in case of use of the digital signature system without the provision of a proper regulation.

Greece 

Since now, in Greece there is no law, no draft law and no case law.

From our interview with Dr Stavros Karageorgiou, we have concluded that in the Greek civil system, the only acceptable legal method for the authenticity of a document is the subscription with a hand written signature (art.160 of the Greek civil code).

An exception is the mechanical signature of bank notes and stocks (art.163 g. c.c.). It can also be noted that an order for cash to a bank using an ATM is verified only by the use of the PIN, and that this system is accepted by the Greek legal order.

But, the digital signature system does not include a signature affixed by mechanical means, so that this rule cannot be used as analogy in order to rule a digital signature system. 

Ireland

No law, no draft law and no case law can be registered in Ireland. The analysis of its legislation, conducted together with Dr. Karen Murray, an attorney at law, has not pointed out serious problems for the introduction of digital signature and trusted third parties, especially if is limited to private transaction.  

Italy

Italy is the only European country who has issued a law on digital signature� and is now preparing its regulations�.

Art. 15 of this law decrees that “the acts, data and documents created from a Public Administration or from private persons using informatic or telematic instruments, the contracts concluded in the same way, their recording and transmission with informatic instruments, are valid and efficacious, for every meaning of law. All the criteria and ways of application of this law will be defined, for public administrations and private persons, with specific regulations, that will be enacted within the next 180 days from the time of coming into force of this law”.

Although this law is simply a rule of principle, its introduction has several positive consequences. The Italian legislator has chosen the way of a rule of principle which delegates to a regulations every definition and every legal and technical procedure.

According to this statement, the draft regulations defines at art.1 electronic document, digital signature, asymmetric key pair, private key, signature key certificate, biometric key, time stamp, virtual domicile. At art.2 the lawgiver decrees that the electronic document, its registration on an informatic support and its transmission with telematic instruments are valid and effective by any meaning of law. Art.3 refers to a following decree for the indication of the technical rules people should respect for a valid formation, transmission, registration, copy and duplication of informatic documents. Those technical rules will be adjusted to technical evolution, at least every two years. The same decree will also define the technical rules for time stamp and for the surety, integrity and confidentiality of the message. The electronic document created in this way is considered a written document (art.4) and has the evidence value that art.2712 of the Italian civil code grants to mechanical reproductions�. The same value is granted to all the copies, extracts and duplicates of the informatic document, if they are created observing the regulations.

Art.9 rules the responsibility for the misuse of the signature key: anybody who provokes a damage using an asymmetric key pair has to compensate the damaged if he is unable to demonstrate to have adopted all the needed precautions.

The affixing of digital signature at the bottom of an informatic document is equalised to the affixing of hand-written signature at the bottom of a paper document (art.10 c.2) and the signed document is considered a private contract. The use of a revoked, expired or suspended signature key should be intended as non-subscription. Revocation and suspension of the signature key produce their effects from their publication.

Contracts concluded with informatic instruments and transmitted with telematic instruments are valid and effective if they are signed using digital signature. Those contracts will be ruled using the Italian D.lgs. 15/1/1992 n.50, which is an application of the Directive n.85/577/CEE (contracts concluded out of shop premises) and the art. 1469 bis c.c., which rules the use of restrictive covenant in contract concluded between a professional man and a consumer (art.11).

An informatic document, transmitted using telematic instruments is considered transmitted and arrived to the recipient if it has been transmitted at the recipient’s electronic address. The time of creation, transmission and reception of an informatic document created using the fixed rules is opposable to thirds. The transmission of an informatic document with telematic instruments is equalised to notification via mail (art.12).

The draft regulations defines also a system of authenticated digital signature: the affixing of such digital signature is authenticated by a notary or an authorised public officer. This authentication consists in the declaration of the public officer that the digital signature has been affixed in front of him by an identified subject, with a valid signature key, on a document which corresponds to the signer’s will and which is not in contrast with the legal system (art.16).

Extremely important is the application of digital signature in public administrations. All the act, data and documents created with informatic instruments have to be considered as original documents. From this documents it will be allowed to make reproductions and copies on different kinds of support (art.18). 

The only lack of this draft is the absence of a definition and regulation of trusted third parties. Only art.8 recalls certification authorities, identifying them as public or private subjects which certificates and keeps for ten or more years public signature keys. 

Luxembourg

Luxembourg can be considered one of the countries where the use of digital signature and electronic documents won’t conflict with the law of evidence. A law of 1986� has modified the law of evidence expressly allowing computer records to be produced in litigation, and giving to such records the same evidentiary value as that of the documents they purport to reproduce.  

We would like to thank Maitre Albert Moro, of Faltz & Associes Avocats a la Cour, for the valuable effort.

Portugal

In Portugal there is neither a law nor a draft law ruling the digital signature and, up to now, there has been no case law.

In our research, thanks to Dr Nuno CastelloBranco, researcher in the  Law Faculty of University of Coimbra, we found that there is one law, the Decreto-Lei n.352/86 de 21/10/1986�, that rules the transport contract, which admits, at the third article,  also telex, fax and all the other modern techniques as valid system for the conclusion of the agreement.

In the 5° point of the introduction of the same decree, you can find that “in the art.3 the legislator wants to accept the new ways of formalisation of the contractual agreement, coming from the use of the informatics and telematic items.” In that introduction, it is also reported a Pierre Bonassies’s statement, where he says that the use of informatics items doesn’t prejudice the trustworthiness of the agreements and declarations and doesn’t increase the risk of fraud. 

This provision of the law allows to retain that the Portuguese legislator wants to admit the use of the new informatics methods for the conclusion of contracts. The digital signature system, however, needs a proper regulation.

Spain

In Spain there is no law ruling the digital signature from a technical point of view, but there are some ordinances which authorise its use. The most important is the Ley 30/92�, which rules the juridical regimen of the Public Administration and of the ordinary administrative procedure and the consequent Real Decreto 263/1996� which rules the utilisation of the electronic and telematic techniques for the General Administration of the State.   

The article n.45, sub-Paragraph n.5, orders that all the documents created with electronic, informatics or telematic instruments for a Public Administration, and the documents that are a copy of a document created in that way, have to be considered as an original if their authenticity, integrity and conservation is guaranteed. We have discussed this rule with Prof. Inaki Vicuna De Nicolàs, of the Vice Presidency of the Gobierno Vasco, and he suggested that it could be used until the complete regulation of the digital signature system.

No case law and no draft law is yet known.

Sweden

In Sweden, there is no law on Ds and no case law, but we found, thanks Dr Kjell Skoglund, Secretary of the Swedish IT Commission, an interesting draft law.

In a framework where the development of innovative services in the mediation and transportation of electronic messages is increasing, the Swedish Government, in 1994, took case of the need of the public authorities and of the private sector to improve the efficiency of their operations through the utilisation of modern Information Technologies.  

For this reason, a committee was established to analyse certain legal matters concerning IT. Designated as the IT-committee, it has elaborated on “such legislation that could be needed in relation to the use of electronic documents in administrative procedures, business life and bulletin board system�”. The report of the IT-committee has been presented in March 1996. With regards to Bulletin Boards and similar services offered using the public network, the committee’s suggestion has been presented in the form of an Electronic Mediation Services Bill. 

We consider the results of the IT-committee as a sort of draft law on digital signature, whose fundamental idea is to have digital signatures or their equivalent as substitutes for the verification characteristics in a paper document. The committee has also tried to solve the various legal questions that arise on the basis of the rules which already exists for paper document. “Question concerning legal difficulties which arise from digital documents and signatures are thereby replaced by the possibility to create a legally unified regulation of traditional routines and IT-routines. The functions of a paper document are then replicated within the framework of useful applications without the general principles of legal procedure being affected. The attainment of a sufficient level of security has been judged as being primarily a technical problem, with the presuppositions that both the contents and the originator should be possible to be verified�”.

The Swedish Post Service has, together with the Nordic Postal Service in Norway, Finland and Denmark, developed a common e-mail service and will introduce new security services for electronic messaging and electronic commerce. It will be one of the first open international security service, known as Nordic Post Security Service (NPSS). 

This system covers uniform services of certification authorities, compatible secure public e-mail services and interconnects x.500 directories. It will enable to use digital signatures and encryption as well as maintaining the integrity of the messages during transmission from sender to recipient.

The Netherlands

From a number of interviews, we discussed a deal of information from Dr Grutters and Prof. Berkvens, of the Law and IT Faculty, University of Nijmegen.

In this country, there is neither a law nor a draft law ruling the use of digital signature. In the Dutch civil code there is no obstacle regarding the use of Ds , so they believe that there is no need to issue a new law. 

According to Prof. Berkvens’ and Dr. Grutter’s opinions, digital signature and hand-written signature could be equalised: the use of a digital signature in order to sign a document signify that the signer wants to be identified as the author (i.e. he is manifesting his animus signandi ) and that he accepts the content of the text.

In The Netherlands there is probably the only case law in Europe concerning directly the use of a digital signature.

It is known as the COVA case and it has, as parties to the case, the Stichting Centraal Orgaan Voorraadvorming Aardolieprodukten and the International Netherlands Bank�.

The bank had granted to COVA a credit facility. All the payment orders had to be sent from COVA by telex, adding o each message an identification code derived from a code list supplied by the bank. COVA had also entered an agreement of full responsibility for damages resulting from telexes sent from unauthorised persons if these messages contained the right  identification code.

One of COVA ‘s employees, not authorised to use the identification code, sent a payment order, with a telex message containing the agreed identification code. He asked the bank to transfer an amount approximately of nine million Dutch guilders to a bank account held in Switzerland. The bank assumed that the message, containing the identification code, was correct and original and executed the payment. COVA submitted a claim against the bank, claiming that as a general rule, the owner of an identification code is not bound by the message that contains its code if the code was used by an unauthorised person..

In November 1993, the Dutch Supreme Court, , decided against COVA. It solved the question who should bear the risk of misuse of an identification code deciding that it is important to consider all the circumstances of the case, and, in particular, to establish who can be held responsible for the code being used by an unauthorised person.  

In this case, the unauthorised person was an employee of the owner and had easily access to the code. The owner could be held responsible as it may be assumed that the misuse was a result of his own negligence.

An exception to this rule can be found in the case in which the owner can prove that he has fulfilled his duty of care.
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What A Directive Should Rule And How

In the previous Chapter, we stated that one of the major obstacle for the development of a digital signature and trusted third parties system is the lack of a law ruling its application.

Each national Govern should decide how to rule this new system, first of all choosing between issuing a law or leaving it to the freedom of contract of private parties. In the first case, the lawgiver should also decide between the introduction of a rule of equivalence or a complete new law. 

In a framework where only one national law has been issued, a directive could give the necessary guidelines, in order to realise an immediate harmonisation of the legal system.

In the next Sections, we will try to examine the results of our research, to report the different opinions we noticed and to give some useful suggestions for the drawing up of a directive. 

PRIVATE AGREEMENTS or A NEW LAW ?

In the previous Sections, we mentioned that the correct and common use of digital signature and trusted third parties system needs a proper regulation.

Two mainstream approaches are analysing the problem in Europe, proposing two different solutions for the regulation of this new system of signature:

-	no law should be issued: private persons can immediately use digital signature in their agreements;

-	digital signature cannot be used without a law ruling its application. 

According to the first, no law ruling digital signature is required. This approach, which is widespread in The Netherlands, Finland, Denmark and Belgium, asserts that private person can rule the affixing of digital signature on electronic documents in their private contractual agreements, in a national framework where the lawgiver has issued no rule.

This statement is based on a simple remark. Civil law countries, as well as common law countries, recognise to parties the power to rule their private agreements. This power is generally known as “freedom of contract” or “principle of party autonomy”.

Using this freedom, parties can decide to sign their agreements using digital signature. In this case, they should insert in the contract a clause with which they mutually recognise the validity and enforceability of the deal subscribed using digital signature.

However, this solution could meet several problems in a framework where there is no law ruling all the legal aspects of digital signature.

Although it can look obvious, it is important to underline that digital signature is a new system of signature, i.e. a system which allows to sign each type of documents, either deed polls or contracts (see Chapter three for a wider explanation). This means that parties can decide to sign every type of agreement using digital signature. 

The risk is that without a law ruling the requirements of digital signature, the validity and enforceability of a contract digitally signed, the powers and responsibilities of certification authorities, the place and time of conclusion of the agreement and its value as evidence in a court, any disagreement between contractors should be solved using the clauses they have inserted in the agreement and, without them, the normal law from analogy. 

In many countries, the closed system of evidence would deny value of proof to agreements subscribed with digital signature, because they are electronic documents (see Chapter 3 for more details). It is difficult to imagine that common people would have all the juridical knowledge they need to foresee and rule every problem of validity, enforceability, evidence their agreement could meet. A complete legal provision will probably solve in advance many (or all) problems.

This remark is the base of the second approach, which criticise the lack of a law and asserts the need of a complete regulation of this matter before allowing the use of digital signature. Coherently to this statement, Germany� and United Kingdom� have prepared a draft law� and Italy has issued a new law� and is preparing the rules for its enforcement (see Chapter 4 for more details on those draft laws and law).

All these provisions define and rule digital signature and electronic document and define the role, responsibilities and requirements of trusted third parties. As we mentioned in Chapter four, in the German, British and Italian proposals there are common guidelines, symptom of the same point of view in this matter.

LEGAL APPROACH: THREE ALTERNATIVE SOLUTIONS PROPOSED 

The introduction of the digital signature and trusted third party system in each different national legal system can be realised using three alternative solutions:

-	with a rule of equivalence;

-	with a new and complete law;

-	with a law of principles, which defers to a statutory instrument the definition of criteria and ways of application.

Using the first method, the national lawgiver should simply issue a law which foresee a rule of equivalence. As immediate consequence, all the actual existing rules for hand written signature and paper document could be used also for digital signature and electronic document.

This way is surely the simplest, but many incoming problems will remain unsolved. For instance, no European legal system knows a figure which can be equalised to certification authority, so that its powers and responsibilities cannot be defined and ruled, neither using analogy. In the same way, many problems will raise i.e. for the individuation and definition of the place and the time of conclusion of an agreement, or for the drawing of those acts which could not be concluded using digital signature and electronic documents.

No draft law, probably for the reason we have indicated, has adopted this way. The Italian Law, which could be seen as a rule of equivalence, defers to the following regulations the solution of all the unanswered questions, so that it must be listed in the third class.

The second way proposed is more difficult and has a long-term generation, but would guarantee the immediate solution of many problems and ensure the trustworthiness the new signature system requires for its application. 

This way has been chosen in the German and British proposals, which define and rule every power and duty of trusted third parties, of private people and companies who intend to use digital signature. They fix the content of digital signature certificates and outline a system of key escrow .

Neither the British draft law, nor the German solve the problem of where and when a contract subscribed with digital signature is concluded: they limit their regulation to the digital signature-trusted third party system and leave those problems unsolved.     

The third way prefers the use of a more rapid instrument for the definition of all the practical problems and uses the law instrument only for fixing the principles.

As we mentioned in Chapter four at Paragraph 11, Italy has issued in march 1997 a law which contains an statement of principles� and refers to future regulations for all its criteria and ways of application.

Although the Italian law can be considered inapplicable until the issuing of the regulations, this solution has an unquestionable advantage, because the modification of a regulation is speedier than the modification of a law. In this matter, the fast evolution of technique need a rapid modifiability of the legal instruments which are an application of it.

WHAT A DIRECTIVE SHOULD RULE

In a framework where only one country (Italy) has its own national law and only two countries (Germany and United Kingdom) have a draft law, a directive could easily define the guidelines the national lawgivers should follow. A general harmonisation is obviously easier when no national law has been issued, and a common platform is essential in order to create an European central Trusted Third Party and a unique regulation for the issuing and government of digital signature certificates. 

However, it is very difficult to point out what a directive should rule. We would like to underline that there could be two different approaches:

A)	a directive could define an electronic document, a digital signature and a trusted third party and rule only their attribution, role and use;

B)	a directive can define and rule the use of electronic documents, digital signature and trusted third parties and could also define to which kind of acts this system can be applied, where and when an agreement is concluded, what a virtual domicile is, etc.

A) The first solution is accepted in the German�  and in the British� proposal. In those proposals, the lawgiver outlines the requirements of digital signature and electronic documents, lays out the powers, attributions, responsibilities and requisites of trusted third parties, the contents of digital signature certificates.

From those proposals, and from the Italian law and draft of regulations, we can take out some useful suggestions for an hypothetical directive.

First of all, a directive should define digital signature and electronic document. There should be a legal and a technical definition. In Chapter 1 we mentioned some definitions and we pointed out that they are, more or less, quite similar.

The technical definition of digital signature, as well as the indication of the technical requirements of trusted third parties, shouldn’t be too much detailed, in order to allow the speed of any useful modification.

The lawgiver should decide and the directive should decree where the private signature key should be kept. 

In this decision, the legislator should bear in mind that this support should be economic, easy to be used, trustworthy and sure. All the researches show that the best support is a smart card, used with a personal identification number (P.I.N.). The use of biometrics instruments of identification is inadvisable, because of the mistrust of common people. Biometric instruments are regarded as an attack to privacy and to physical integrity. Furthermore, from the introduction of a finger into an identification machine can hardly be deduced the animus signandi, i.e. the will to sign and to be bound to the content of the document.

There should be a definition of the requirements for the reliability of digital signature: for instance, it must be pointed out that a signature is trustworthy if it has been issued from a licensed certification authority, if its time validity is not expired, if the signature and its certificate has not been revoked or suspended etc.

The lawgiver should define the complete procedure of signing and should decree that a digital signature is validly affixed only if this procedure has been completely performed. Particularly, the interruption of the signing procedure should be equivalent to the refuse of signing.

There should be the provision of a system of time stamp, in order to: 

-	allow the verifier to determine reliably whether the digital signature was created during the operational period stated in the certificate; 

-	to prevent an unlawful pre and/or post dating of digital documents and 

-	to grant fixed data to the document. 

The time stamp should be a digital attestation of a certifier, marked with its digital signature, that an identified electronic document, subscribed with a digital signature, has been presented to the same certifier at a certain time.

Digital signature should always be related to a physical person. 

If a physical person acts as legal representative of a juridical person or in representation of a non compos mentis person, the power of agency or representation should be detectable in the digital signature certificate of the author. In the same certificate, there should be a clear indication and limitation of the representative’s powers. 

The key pair of signature should be issued only to an identified physical persons who has legal capacity: the directive should determine the attribution of this duty to trusted third parties.

There should be a prevision on the value of proof of an electronic document signed with a digital signature and the value of proof of its duplicates, extracts and copies, either reproduced on another electronic document or on a paper one. In the same way, there should be the prevision of proof of a document originally formed on a paper support and in a second time copied on an electronic document. 

The lawgiver should decree that an electronic document subscribed with a digital signature, its copy, its transmission with telematic instruments and its recording are valid and effective for all legal purposes. The lawgiver should also decree that, in order to be valid and effective, the electronic document subscribed with a digital signature should be formed using the mechanism and the security levels defined in the annexed regulations. Those regulations should be brought up to date quite frequently, in order to keep abreast the technical evolution.

In order to remain indecipherable, the signed document should be re-signed after a pre-determined period of time. 

The directive should decree that the new signature should not be affixed by its original subscriber/subscribers, but from the trusted third party who has generated and keeps the signer’s key. In this way, the signers could not refuse to sign again their document and the document could remain secure. The directive should determine which type of documents should be re-signed and the manner of the new signature.

The signature key pair should not be transferred. 

Every physical person has his own hand-written signature and should have his own signature key pair. The signature key pair is related to a determined physical person, who signs for himself or for the person/company he represents, so that each signature identifies a person and binds the signer to the content of the act. The directive should prohibit the assignments of the signature key pair and should determine the consequences of the assignment and of the use of the signature key pair. The directive should also provide for the responsibility of the forged signature, in order to protect the bona fide holder. This prevision could simply refer to the just existing similar rules for the false representative and the forged signature. 

It should be impossible to generate twice the same signature key pair.

The directive should determine whether the signature key pair should be generated only by licensed trusted third parties or it could be generated by everybody. This second solution is inadvisable. 

When the trusted third parties generate and assign the signature key pair, it should advise the applicant of the legal consequences of the affixing of the digital signature at the bottom of an electronic document. At the same time, the trusted third parties should tell the applicants the use of digital signature, should inform them on the effects of the assignment, loss, breaking, stealing of the smart card.  

The directive should decree whether trusted third parties should prepare a declaration form that each applicant should sign after the consignment of the signature key pair. 

With this declaration the applicants acknowledge that they have been informed of the legal consequences of the affixing of the digital signature at the bottom of a document and that they accept them. In practice, this document can consist of declaration with which the originator of a data message on which he has affixed his digital signature accepts to be bound by the content of the message, in the same manner as if the message had existed in a manually signed form in accordance with the law applicable to the content of the message.

The lawgiver should decide whether all the public signature keys, together with their certificates, should be verifiable at any time by everyone. If the legislator decides that the public signature key can be publish only with the permission of its owner, he should provide for the allegation of the public signature key certificate to the signed document.

The directive should define also the conditions and ways of verifiability of the public signature keys and should harmonise this prevision with the national laws on protection of personal data.

The directive should also harmonise the data collection, indispensable for the formation of digital signature certificates, with the national laws on protection of personal data.

The legislator should rule the contract between private persons and trusted third parties.

This contract should also define the distribution of responsibility between the applicants and the certification authorities for the misuse of the signature key pair, for the non-notified suspension or revocation of the key, for the non-identification of the applicant, for the non-re-subscription of the document after the predetermined period f time etc.. 

The directive should define trusted third parties, ruling their powers and duties, their structure and responsibilities, their legal form and requirements.

A certification authority could not be third: the directive should decree whether a bank could be the certification authority of its clients, and so whether a bank could generate and keep its client’s signature key certificates.

The legislator should define the manner of attribution of the capacity of trusted third party. Particularly, the lawgiver should decree whether this capacity should be practised under a monopoly system or under a competitive system and whether the Public Administration should control the activity of trusted third parties.

The directive should decree whether the trusted third party could/should take part in trials, where the authenticity and integrity of an electronic document signed with a digital signature is denied.

The directive should introduce a crossed recognition system for digital signature keys generated in foreign countries.

A cross recognition system is indispensable for a system of conclusion of contracts between parties of different countries. This is one more reason for the introduction of a directive before the issuance of many national laws.

The legislator should decree whether a central trusted third party has to control the validity of the technical instruments the peripheral certification authorities use in order to generate and keep digital signature key pairs and public keys certificates.

B) The second solution aims at ruling all the legal consequences of the use of digital signature, in order to solve the imaginable problems private persons will come across. Although no draft law or law has adopted this second way, it could be useful to indicate and give a possible solution to some of those troubles. 

The legislator should define the place and time of conclusion of a digitally signed contract.

In several legal systems, the time when the contract is formed is used to determine, for instance:

-	when the offerer is no longer entitled to withdraw his offer and the offeree his acceptance;

-	the time of transfer of the title and the passage of the risk of loss or damage in the case of the sale of an identified good;

-	the law applicable;

-	the price, if it has to be determined by market price at the time of the formation of the contract.

In the same way, the place where the contract is concluded is used to determine:

-	the competent court in case of litigation;

-	the law applicable in private international law�.

If the legislator decides to use the general rule: “a contract is formed when both parties are aware of each other’s consent”, there should be the definition of the place where the proponent has cognisance of the acceptance. 

This place should be the virtual domicile, which could correspond to the e-mail address. This virtual domicile should be declared in the signature key certificate. Every variation of this domicile should be declared to the trusted third part. From the moment when the document is arrived in the proponent’s virtual domicile, there comes a presumption iuris tantum that the proponent has cognisance of the acceptance. If parties want a presumption iuris et de iure, the certification authority could act as bailiff. The certification authority could act as bailiff also for deed polls.

The directive should define the category of acts where digital signature can be affixed. 

For a first period, there should be a general limitation of value and some acts, like the ones defined as “notary acts” should be excluded.

The notary acts category is a problem only in those countries where the legal system provides for some agreements that can be concluded only in particular forms, such as using the instrument form. For those countries where the certification function of notaries is weaker, there is no need to exclude such category from the subscription with digital signature.    

The lawgiver should define the manner of registration and transcription of digitally signed documents. There won’t be problems in the use of general principles on registration and transcription, if the organisations appointed to these functions are correctly equipped.
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