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Disclaimer

This paper represents the opinion of the authors. It may or may not represent the opinion of
their respective companies.

Purpose of this paper

The purpose of this paper isto serve as atutorial, and as input for the discussion of a common
validation model for electronic signatures.

The paper describes the technology to be applied and records needed to support signature
validation at different times after the creation of the signature. It isfocusing on the situation
where the receiver of a document later needs to provide evidence that a certain individual has
signed a document, and thisindividual deniesthis. This security service is known as "non-
repudiation”.

In this paper, we are using the term signer for the person who creates and signs an electronic
document. The signed document isintended for arecipient to validate and act upon.

Validate or verify?

The PKI community uses words inconsistently when describing what a certificate user doesto
make certain that adigital certificate or asignature can be trusted. Usually, we say "validate
the certificate" but say "verify the signature." Too often, however, verify and validate are used
interchangeably. Here, we recommend arule to make usage consistent and also align it with
both generally accepted PKI community practice and the dictionary.

Use validate when referring to a process intended to establish the soundness or correctness of
aconstruct, like a public key certificate or a certification path. Use verify when referring to a
process intended to test or prove the truth or accuracy of afact or value.

In other words, we verify atomic truths, but we validate data structures, relationships, and
systems that are composed of or depend on verified items.

Validation of signatures

The retrospective validation of digital signatures can be broken down into distinct problems,
or regimes, depending upon the use of the digital signature mechanism and the time that has
elapsed since the signatures were created.

A digital signature may be used either for peer entity or data authentication purposes, or as an
electronic signature for non-repudiation purposes. Usage in the context of peer entity or data
authentication is not further discussed in this paper.

Usage of digital signaturesin the context of creating electronic signatures for non-repudiation
can be seen in several time frames:

1. near term: the validation is performed soon after the generation of the signature and while
all the certificates and CRLs required to validate the various signatures are current and
generally available. At that time the recipient must make sure that he has obtained all the
data he will need later on for long term validation. If the signer has not supplied all the
information needed, the receiver will need to collect it at the time of validation.
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2. long term: the validation is performed after expiration of the certificate used at the time of
generation of the signature, and either:

after one change of the certification key originally used to issue that certificate;

after several changes of the certification keys from the chain of certificates to be used
to validate the signature;

after several changes of one of the self-signed certificates used to validate the
certification path.

3. archival: the validation is performed after the time when the cryptography used is no
longer secure. At thistime is may be possible to derive private keys from public keys, or
to generate hash collisions.

This paper describes the technology to be applied and records needed to support signature
validation in each of the regimesin the context of non-repudiation.

Near term validation of electronic signatures

The need for identifying the certificate

It isthe responsibility of the CA to make available in repositories al the information needed
to validate any signature by any unexpired certificate it hasissued. Thisincludesal
unexpired certificates and all CRLs on which any current certificate might have appeared.

In order to validate an electronic signature, the recipient must obtain the certificate intended
to be used by signer at the time of the signature, and must also be sure that the user was the
only one allowed to use the private key associated with that certificate.

Some signers will be able to get different certificates containing the same public key from
different CAs or even from the same CA. The prime advantage is that a single private key can
be used with all of them, which is an advantage when a smart card is used to protect the
private key, since the storage of a smart card is aways limited. When several CAs are
involved, each certificate may contain a different identity, e.g. asaprivate individual or asan
employee from a company. When the same CA isinvolved, additional attributes like roles
may be added to the identifier in order to explicitly mention arole carried by the person. In
thisway it becomes necessary to find out which of the certificates that was intended to be
used.

In order to identify unambiguoudly the certificate to be used for the validation of the
signature, an identifier of the certificate from the signer must be part of the signed data.
Many current schemes simply add the certificate after the signed data and thus are subject to
substitution attacks.

A further advantage of including the identifier of the certificate isto counter athreat that
could come from a"false" CA, which could issue a certificate to someone with the public key
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of someone else. If the certificate from the signer was simply appended to the signature, and
thus not protected by the signature, anyone could substitute one certificate with another and
the message would appear to be signed by someone else.

Another technique to counter this threat has been identified, although not as reliable asthe
previous technique of including an identifier of the certificate in the signed data. This
technique mandates all CAsto perform a Proof Of Possession (POP) of the private key at the
time of registration. The problem with that technique is that it does not provide any guarantee
at the time of validation and only some proof "after the event” may be obtained, if and only if
the CA keeps the POP in an audit trail.

It should be noted that the technique of including the identifier of the certificate in the signed
data also handles the situation where the CA key actually gets revoked (even compromised).
Otherwise, after a CA certificate revocation, all signers might immediately try to repudiate
their signatures using the following line of arguments:

The recipient has himself created and signed the documents earlier with his own private
key, and then sent them for time-stamping, in the hope that the CA key may be
compromised later.

When the CA key then was compromised, the recipient used the compromised key to
create afalse certificate in the name of the signer, but with akey pair known to the
recipient.

The recipient can oppose thisline of argument by showing that the signer’s certificate, as
indicated in the signed data, actually existed and was not revoked at the time of signing.

Note: There are other means to support roles, like the use of Attribute Certificates. In order to
keep this paper reasonably short and focused, they are however not further discussed.

Theneed for the signing policy

The recipient may extract the identifier (name) of the signer from the certificate. In order to
validate that certificate, he must also be in possession of an appropriate self-signed certificate
from a CA, previously obtained in atrusted manner. That self-signed certificate will contain,
in particular, the name of a CA trusted to issue certificates containing given forms of
identifiers (names), a certification key and avalidity period. Since there may exist multiple
self-signed certificates from the same CA, used for different certificate policies and/or for
different naming constraints, it is necessary to be able to know unambiguously which one that
was intended to be selected by the signer and thus to be used by the recipient.

In order to identify unambiguously the non-repudiation policy to be used to validate the
signature, an identifier of the signing policy from the signer must be part of the signed data.
That signing policy, among other information, indicates to the recipient the self-signed
certificates to be used.
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Theneed for time stamping

One important property in the context of non-repudiation is the following: if a signature has
been once found to be valid, the same result over the same data shall be obtained months or
years later.

In order to perform the validation, the certificate used by signer at the time of the signature
must be obtained and its validity at the time of the signature must be proven. It might happen
that a certificate was valid at the time of the signature but revoked some time after. Should the
certificate be revoked, it must be proven that the document was signed before the signing key
was revoked.

The use of atime stamp performed over some data by a TSA (Time Stamping Authority) is
able to provide a solution, as it will now be explained.

A time stamp is obtained by sending a hash value of some datato the TSA. The returned
«time-stamp» is a signed document, containing the hash value, the identity of the TSA and
the time of stamping. This allows proving that some data existed before the time of stamping.

If the hash of adigital signatureis sent to a TSA and is time stamped before the revocation of
the private key used to generate that signature, thiswill allow proving that the digital
signature was formed before the revocation of the public key certificate.

If arecipient wants to hold a valid electronic signature he will have to ensure that he has
obtained avalid time stamp for it, before that key (and any key involved in the validation) is
revoked. The sooner after the signature time, the better.

It isimportant to notice that signatures may be generated "off-line" and be time-stamped later
on by anyone, e.g. the signer or any recipient interested in the value of the signature. The time
stamp may thus be provided by the signer together with the signed document, or obtained by
the recipient after receiving the signed document.

If the recipient can not show atime stamp of the signed document, the signer may try to
repudiate his signature, and thus withdraw the signed document, in the following way:

The signer revokes his certificate as soon as he changes his mind. The certificate will then
be entered into the CRL.

The signer then claims that someone else has created the signature after the certificate was
revoked, and that the recipient has not checked the CRL. Alternatively the signer can
claim that the recipient has had accessto the private key and created the signature himself.

In order for asigned message to be valid under a signing policy for non-repudiation purposes,
and in case the certificate used for signing will be revoked, the recipient needs to obtain a
time stamp from a T SA before the date of revocation of the signer’ s certificate.
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Frequently Asked Question (FAQ)

Question: Since the time stamp from the TSA isatrusted time, why is atime stamp over the
signed data, excluding the signature from the signer, not able to replace the time indicated by
the signer?

Answer: In such acase, it would be possible to mount the following planned attack: an
attacker identifies in advance his victim and prepares a message that would apply to the
victim and requests atime stamp over that prepared message. A few weeks or months later,
the attacker manages to get the private key of the victim and then signs the time stamped
message. The signed message from the attacker would thus appear to be signed during the
validity period of the certificate and would be declared as valid!

Thesigning time asindicated by the signer

As described above, the time stamp serves as a proof for the recipient that a signature was
applied before the date of a possible revocation or expiration of the signer's certificate. It does
not indicate the signing time.

For certain applications however, the signing time as indicated by the signer may be important
in order to show when the event or action was indeed recognized by the signer as being valid.
In order to achieve this, with more or less accuracy, two different approaches may be used, as
described below. After comparing the advantages and disadvantages of each of them, only
one will be recommended.

Let us assume that the signer includesin his signature asigning time T1. As seen before, a
good insurance for the recipient against the possible revocation of the signing key isto have
the signature countersigned by a signing time T2 obtained from a TSA as soon as possible
after the signature and then to make sure that the signing key was valid, i.e. not revoked and
not expired at that time. Let us also assume that the recipient takes that insurance.

Let us now take the position of arecipient who receives a signature containing T1,
countersigned by a TSA at T2. Different cases can be considered whether T1 isor isnot a
trusted time and whether T1 is greater or lower than T2. Let usfirst treat the less interesting
cae(T1>T2).

T1>T2 If Tlistrusted (e.g. obtained from a TSA), this situation can ssimply not occur. If T1
is untrusted, this means that the signer has post-dated his signature.

If such asignatureisverified at atime T < T1, the signature will be declared as
invalid. Thisissimilar to a cheque effectively signed on January 30th but with the date
of February 20th and which cannot be paid before February 20th. If a recipient accepts
such asignature, he takes the risk of being unpaid if the signer's certificate is revoked
before that date.

If the signatureisverified at atime T > T1 and if it can be proven that the signing key
was still valid at T1, then the signature may now be declared as valid. Hence anew
time stamp with atime greater than T1 must be obtained by the recipient from avalid
TSA to form avalid signature.
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T1< T2 If Tlisuntrusted, the best that can be said is that the signature was made before T2.
If T1istrusted (e.g. obtained from a TSA), it can now be said that the signature was made
after T1 and before T2. However, the signer may capture T1 well in advance, so T1 isnot an
accurate minor margin for the signing time. In addition the recipient may also remove the
time stamp which contains T2 and replace it by another one obtained later. In order to prevent
the replacement of the time stamp from the TSA, another signature made by the signer over
the first signature and the time stamp would be necessary. With this scheme, the signing
policy would have to include a requirement for a double signature from the signer and areal-
time interaction with the TSA. This would make off-line signatures impossible.

The alternative approach we will now describe is explained in annex D of 1SO 10181-4

(Non Repudiation Framework). It has the advantage of allowing off-line signatures and
mandating only one asynchronous interaction with a TSA. Such an interaction may be done
at will by the signer or any recipient. Only two signatures are needed: one from the signer and
one from the TSA. The main ideain this approach isto introduce an additional condition in
the signing policy: the electronic signature will only bevalid if (T2 - T1) issmaller than a
maximum indicated in the signing policy.

It isnow possible to say that the signature was made after (T2 - maximum) and before T2.
Hence the accuracy of the signing time is equal to the maximum indicated in the signing
policy. In practice T1 and T2 should be « close enough », e.g. afew minutes, hours or even
days, depending upon the nature or the value of the transaction.

According to this signing policy, if arecipient holds avalid electronic signature he can not
now change the time stamp at will, because he would then get an invalid electronic signature.

The signing time then serves as areminder to the recipient to indicate when the time stamp
should be obtained at the latest, according to the signing policy. It also forces the recipient to
take the insurance that he will have no problem in case of later on revocation of the signer’s

key.

In order for the signing time, as indicated by the signer, to be valid, the signing time and the
TSA time asindicated in the time-stamp from avalid TSA must be "close enough”,
according to a maximum indicated in the signing policy.

Frequently Asked Questions (FAQS)

Question: How can the signer's own indication of time be of any value in the signed data,
sinceit isnot atrusted time?

Answer: The signer's own time is neither accurate nor trusted, but itsinsecurity islimited by
the signing policy to the time period allowed to get the time stamp. Pre-dating too far away
from the current time isimpossible, post-dating is however possible.

Question: Why not use in addition atrusted time for the signing time T1?

Response: We can already say that the signature was made after T1 and before T2 with T1 -
T2 < maximum, according to the signing policy. Thereis no additional value in adding a
trusted time T1 since the accuracy is not better. Requiring atrusted time would also make off-
lines signatures impossible.
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Summary of required evidence for non-repudiation

If the signer later repudiates (denies) a signature, the recipient will need to produce the
following records as evidence in court:

1. The description of the signing policy.

2. The signed document including the appropriate data (signing policy, type of event
or action, signing time, identifier of the signer’ s certificate and attribute certificates, if

any).
The certificate containing the signer's public key.
An attribute certificate, if any is necessary according to the signing policy.

A time stamp from an appropriate TSA over the signed document.

o o b~ w

One of the following:
a) A CRL from the time of signing, where the certificate is not included.

b) A response carried by OCSP (Online Certificate Status Protocol) which shows
that the certificate was not revoked at the time of signing.

7. A valid chain of unrevoked CA certificates (i.e. cross-certificates) at the time of the
signature up to atrust point defined in the signing policy.

Thus, all thisinformation needsto be collected, saved and stored by the recipient when he
receives and validates the signature the first time, should there be a need to prove the validity
of the electronic signature in a court afew years later. However, aswill be explained | ater,
thisis not sufficient when one or more of the certification keys needed to validate the
certification path might have been compromised at the time of validation.

Long term validation of electronic signatures

The long term validation begins when the certificate needed to validate a signature has
expired at the time of validation, and when either:

the certification key from the CA from the signer has changed.
the certification key from aroot CA has expired at the time of validation.
one or more of the cross-certificates have expired.

Several changes of the certification key originally used to issue some certificates may even
have occurred. Some CAs may even have ceased their activity and transferred it to another
CA. Some CA keys may have been compromised.

In order to perform the validation, the recipient must use a certification path valid at the time
of the signature.

All certificates, cross-certificates, CRLs or OCSP responses must be time stamped, in order to
protect against the later compromising of a certification key.
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At the time of thefirst validation of the signature, the recipient will need to gather the various
cross-certificates together with either current corresponding CRLS, where the cross-
certificates are not included, or OCSP responses, which show that each cross-certificate is not
revoked, to perform the validation.

The public key certificate from the signer and the attribute certificate, if any is used, should
also be time stamped as well as each component from the certification path. Each information
could be individually time-stamped. Since anyway atime stamp hasto be provided by either
by the signer or arecipient, that time stamp can include the whole certificate from the signer
and the whole attribute certificate from the signer, if any is used.

The whole certification path may be time stamped separately so that the same data can be
used for validating several electronic signatures.

Thisleads to the following:

The recipient needs to obtain and save, close enough to the signing time, the public key
certificate from the signer and the attribute certificate (if any is used by the signer). Thiswill
make the signed message valid under along term signing policy, and protect it against the
compromising of the certification key of the certification authority and the attribute authority
of the signer.

The recipient needs to obtain and save, close enough to the signing time, atime stamp of a
valid certification chain, together with either current CRLS, where each cross-certificate is not
included, or OCSP responses which shows that each cross-certificate is not revoked. Thiswill
make the signed message valid under along term signing policy, and protect it against the
compromising of any certification key from the certification chain.

Archived electronic signatures

Archival storage isindefinite, and may extend long past the time where the cryptography used
to sign documentsis still secure. Future advances in computing and cryptography are likely to
make it possible to generate private keys from public keys where thisis unfeasible today.

Current cryptography soon broken

In the case where it would appear to be soon possible to break a given cryptographic
algorithm, but where it can be expected that new algorithms (or old ones with greater key
lengths) will be available, a sequence of time stamps will protect against forgery. Each time
stamp needs to be affixed over the whole evidence before either the compromising of the
signing key or of the breaking of the algorithm. TSAs should have long keys (e.g. 2048 bits).

It should be noticed that the mandatory time stamping, which must be obtained shortly after
the signature from either the signer or the recipient, protects not only against the
compromising of the signing key, but also against the breaking of the signature algorithm
used by the signer. In thisway, signer’s keys not do need to be long and their resistance must
only be aslong as the validity of the certificate. If the certificate isvalid for two years, its
resistance should be more than two years but does not need to be twenty years, even if the
signature must be validated twenty years later.
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Current hash function soon broken

In the case where it would appear to be soon possible to create hash collisions for a given
hash algorithm, the whole signed document, certification path and CRLs or OCSP responses
will need to be time stamped using a stronger hash algorithm before the breaking of the hash
function.

In summary: if it was impossible to forge the signature at the time the signed document was
time stamped by atrusted TSA, the signature is valid and can be relied upon.

However, if the recipient only himself re-signs his archived material, without using a trusted
TSA, it can only be used for authentication, not as evidence in court for non-repudiation.
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